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ABSTRACT

Research focuses on sustainable development for the smart industry environment, where new challenges
emerge every day. Digital Twins (DT) have gained substantial attention from an industrial growth point of
view. This is because it significantly contributes to the predictive maintenance, simulation, and
optimization of the Industrial Internet of Things (IIoT), ensuring its sustainability in future industries that
demand unprecedented flexibility. Current research discusses the possibility of using DT for intrusion
detection in industrial systems. By integrating DT and IIoT, physical elements become virtual
representations and enhance data analytics performance. However, a lack of trust between the parties
involved and untrustworthy public communication channels can lead to various types of attacks and
threats to ongoing communication. With this motivation in mind, this study develops a Binary Arithmetic
Optimization Algorithm with Variational Recurrent Autoencoder-based Intrusion Detection (BAOA-
VRAID) for DT-enabled secure IIoT environments. The proposed BAOA-VRAEID technique focuses on
the integration of DT with the IIoT server, which collects industrial transaction data and helps to enhance
the IIoT environment's security and communication privacy. The BAOA-VRAID technique uses BAOA to
designate an optimal subset of features to detect intrusions. The VRAE classification model with the Harris
Hawks Optimization (HHO) algorithm-based hyperparameter optimizer is used for intrusion detection.
The BAOA-VRAID method was tested on a benchmark dataset, showing that it significantly outperformed

other contemporary methods.
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I.  INTRODUCTION

Industrial IoT (IIoT) refers to interconnected smart devices
and computing resources that are installed on a network to
reach high potential and enhance industrial and production
processes [1]. IToT adoption is based on eradicating complexity
in management, device deployment, and connectivity. For
instance, IIoT enables the tracking of objects in the supply
chain from production to distribution. The fast evolution of
IIoT has coincided with cyberattacks on dynamic structures,
including smart grids, smart factories, etc. [2, 3]. To carry out
malicious attacks, a hacker can use robust tools and methods,
such as Denial of Service (DoS), Man-in-the-Middle (MiM),
false code injection, Distributed DoS (DDoS), and firmware
modification, to control the IIoT infrastructure [4, 5].

Digital Twin (DT) is an innovative digitalization approach
that performs a real-time logical simulation method on physical
substances [3, 6-9]. DT in IIoT environments helps in carrying
out experiments in analyzing physical substances without
deploying them before production. DT can find data
discrepancies in the product life cycle by comparing virtual and
physical entities and offering simulation data to physical
entities, thus improving the testing and calibration processes
[10]. These recurring procedures improve methods, allowing
more accurate optimization, evaluation, and prediction of
industrial operations [11]. Machine Learning (ML) is a widely
used method to formulate an anomaly-based Intrusion
Detection System (IDS). ML consists of two types, namely
supervised and unsupervised learning, along with hybrid
learning, called semi-supervised learning [12]. Unsupervised
learning uses unlabeled samples for training, whereas
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supervised learning demands characterized examples [13].
Semi-supervised methods use more uncategorized input
instances and some categorized instances for training. ML
techniques for detecting cyber intrusions are widely used due to
their automated action [14]. However, cyber intrusions are
changing uninterruptedly, which makes scalable recognition
systems a demand. Different neural network models, such as
CNN, LSTM, and DBN, are used by the Fuzzy-MIFS method
to handle the complexity of IoT data [15]. The main
contributions of the current study are:

e It proposes a Binary Arithmetic Optimization Algorithm
with  Variational Recurrent Autoencoder Intrusion
Detection (BAOA-VRAID) method for DT-enabled secure
IIoT environments.

e This research was initially targeted to the Alkharj, Saudi
Arabia and was later generalized to be suitable for any
urban area.

e The proposed BAOA-VRAEID technique focuses on the
integration of DT with the IIoT server, which collects

industrial ~ transaction data and helps improve
communication security and privacy in the IloT
environment.

e The performance of the proposed approach was tested on a
benchmark dataset, showing significant results.

II. THE PROPOSED MODEL

This study introduces a new BAOA-VRAEID technique for
intrusion detection in a DT-enabled secure IIoT environment.
The proposed technique focuses on the incorporation of DT
with the IIoT server, which collects industrial transaction data
and helps improve communication security. It encompasses
three major subprocesses: BAOA-based feature selection,
VRAE-based classification, and HHO-based hyperparameter
tuning.

A. Digital Twin (DT) Model

The DT model refers to a key element of IIoT that connects
to the virtual network structure. It offers a runtime layout of
virtual devices and a real-time simulation environment for
physical processes [15]. The generated virtual IIoT platform is
the same as its physical counterpart and presents different
functionality, namely, control logic execution, physical device
types, and network protocols. Simulation emulates the DT
whenever it is necessary to replicate a physical element or
execute control logic. In simulation mode, the DT works
without its physical counterpart and allows users to look
closely at test equipment, change processes, and even improve
production operations. This is the same as virtual
commissioning. The replication mode mimics data, which
includes log files, network connections, and sensor readings
from the physical environment. In addition, devices or sensors
are connected directly to the IIoT twinning structure accessible
at edge nodes.

B. Feature Selection with the BAOA Method

The BAOA-VRAEID technique initially uses the BAOA to
select an optimal subset of features. AOA is a metaheuristic

algorithm consisting of four basic arithmetic operations, as
given in [15], and it can give a better component through
mathematical optimization on a series of solutions. As this
operator can introduce change in a large order, the algorithm
implements exploration using division and multiplication.
Hence, subtraction and addition operators can be used for
performing local search or exploitation, but this operator is not
fit for local search due to its higher dispersion.

x; = [x},x?, ;] represents the initial solution, and AOA is
a population-based technique that is randomly generated over a
d-dimension search space as follows:

_dmin)={112v’N} 9]

where j = {1,2,.,d}, x] denotes the j®* dimension of the i*"
solution, r is a random number in the range from zero to one,

x; denotes the i*" solution, x7,,, and x7 .~ denote the upper
and the lower boundaries in the search space of the jt*
dimension, and N represents the population size. X is the initial

solution:

— ! J
d; = x; +r(xmaX

xi‘ e xld
Xx={: ~ 2)
x11V e x;\il

A fitness function defines in the population the quality of
every solution. The candidate solution with the highest fitness
value across all iterations is the optimal solution. The decision
on the choice of exploration and exploitation can be evaluated
according to the Math Optimizer Accelerated (MOA),
providing a coefficient based on existing iteration, as follows:

3

MOA(Citer) = Min + Cpeer X (M)

Miter

Equation (3) represents the existing iteration, Max signifies
the maximum quantity of iterations, and Min represents a
minimal best value of MOA. MOA is developed to favor
exploration at the initial stage and exploitation in the later
iteration. A random value was produced, and its value was
compared to MOA to perform exploration or exploitation.

1) Exploration

The solution space can be explored using multiplication and
division operators. The multiplication or division operator is
randomly chosen for exploration with equivalent probability.
The new solution can be evaluated using:

xij(CItgr + 1) = {B(xj) - (MOP + 8) X
((x]max _x,min) ><:u'i'x,min )'TZ @

where x!(Cer +1) denotes the j* dimension of the i*"
solution at the following iteration, B(x/) denotes the jt"
dimension in the present optimum solution, € denotes a small
non-zero number, y indicates a control variable for adjusting
the method of search and locate to the value 0.5, and r, denotes
arandom value generated in [0, 1]. MOP is evaluated by:
Cl/a
MOP (Cer) =1 — ﬁ 5)

lter

where « indicates the sensitivity factor with its value fixed at 5.
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2) Exploitation

The exploitation stage is a deep-rooted search near the
optimum solution. Therefore, the operators leveraged are
subtraction and addition. Similar to the exploration, the
selection probability of the operator in exploitation can be
equivalent. The new solution is evaluated using:

X! (Crrer + 1) = {B(x)) — MOP x

((x{nax - xjmin) X p+ xjmin)' T3 (6)
where 13 represents a random value within [0, 1].

C. Algorithm (BAOA-S/BAOA-V)

The algorithms BAOA-S and BAOA-V of AOA are
proposed, and the binary variants are given. According to
Kennedy and Eberhart, the extended version of the technique
might be effectively converted into binary using the Transfer
Function (TF). TF converts into binary vectors from the real
value vector. It describes changing the probability of
components in solution vectors to zero or one based on the step
vector value. Now, two TFs, a V-shaped (hyperbolic tangent)
and an S-shaped (sigmoid), are employed to convert AOA into
BAOA-S and BAOA-V, respectively.

— @

1+e’i
TF,(x{) = (|tanh (x/)|) ®)

where xi] denotes the jt* dimension of the i** solution. Using
(4) and (6), the location of the i*" solution is updated based on
the value of MOA, r, and r3. The solution generates a real
value from the step function. To transform it into the binary
vector, TFs or TF, is employed on the generated solutions.
According to (9) and (10) for the V-shaped and S-shaped TF,
respectively, the actual value in the solution vector is mapped
to either O or 1 depending on the values of the random numbers
r and TF. In this case, r is a random number generated that
belongs to the uniform distribution.

TFs(x!y) =

P (Cper +1) = (1,7} ©)
X" (Clrer + 1) = (x,7} (10)

where xij'b(C,ter + 1) denotes the binary vector attained by
mapping the real or step value solution vector x;(Cizer + 1)
using TF.

D. Intrusion Detection using the VRAE Model

This method applies VRAE to recognize intrusions in the
IIoT environment. VRAE can be a recurring version of VAE to
demonstrate sequential information, such as time series. Every
step of time t, VRAE includes VAE having a stochastic latent
variable z,. The state h,, which is a deterministic recurrent
hidden state, captures temporal dependency, and s; is an
observation. VRAE has four key steps: modeling generation,
prior distribution, recurrence, and inference.

e Step 1: The latent variables z, at time step t can be
described by a prior distribution that is conditioned on the
prior hidden recurrent state h;_;:

ze~ N (OF (hees), 987 (he-r)) (1n
where N indicates the normal distribution.

e Step G: The observation s; is generated by conditioning it
on latent variables z, and the prior hidden state h;,_;. The
possibility of generating s, is.

selze ~ N (30997 (2), he-), 8507 (20), hem))  (12)

e Step 2: Similarly, the posterior distribution in the inference
step is described as follows.

zelse ~ N (@57 (¢ (50), hee), 07 (§°(50), hey)) - (13)

e Step R: In the recurrence step, the hidden recurrent state h;
can be gained from the previously hidden state h,_;, the
data variable s; and the latent variable z;.

he = fo([9°(se), 7 (ze)], he—1) (14)

where fy(+) is a recurrent neural network such as GRU and
¢ () and denotes a feed-forward neural network.

E. HHO Algorithm for Hyperparameter Tuning

This study uses HHO for hyperparameter tuning. HHO, a
new metaheuristic stochastic algorithm, defining Harris hawks'
behavior, is characterized by superior coordination, which
allows approaching, tracking, encircling, and attacking the
prey. During hunting, a clever escape behavior, named surprise
pounce, is implemented effectively. The HHO technique
involves exploration and exploitation stages.

During the exploration phase, Harris hawks randomly
search for prey based on the subsequent formula.

Xt+1)=

{Xrand(t) - rlerand(t) - ZrZX(t)lq =05

(Xprgy(t) - Xm(t)) —73(LB +1,(UB — LB))q < 0.5} (13

At the (t+ 1) iteration, the hawks are positioned at
X(t + 1), the prey is positioned at X, (t), 71 to 74 and q are
random values from zero to one, X;.4,4(t) characterizes a hawk
selected at an arbitrary location, and X,,, denotes the average
position of the present hawk population, as follows:

Xn(8) = T XM, X (6) (16)

where X; (t) represents every hawk's position at the t iteration,
and N specifies the total hawk number. Before the exploitation
stage, there is a transitional phase as soon as the discovery
phase is completed. In the period of transition, the energy of the
prey needs to be shaped based on:

E =2E,(1-1) (17

where E denotes the escape energy of the prey, E, indicates the
initial energy state of the prey, and T is the maximal number of
iterations. E, ranges from —1 to 1 based on the physical fitness
victim. This implies that victims lose energy while E, was
heading toward —1. In the last stage, Harris hawks suddenly
method the prey strategies of the attack. Now, if E > 0.5 and
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r > 0.5, where 7is considered an escape probability, Harris
hawks gradually use a soft besiege strategy for encircling the
prey as follows:

Xt = AXE = E|IXprey — xf|, AXE = Xprey — XF - (18)

where X;(t + i) represents a distance between a prey and a
present individual, and J denotes the strength of the prey
jumping in the escape and is considered as a random value in
the [0, 2] interval. If E < 0.5, and r = 0.5, due to insufficient
escape energy, the prey cannot escape, and the position of
Harris hawks can be formulated by:

Xit+1 = Xprey — ElAXitl (19)

If E = 0.5 and r < 0.5, then Harris hawks do soft besiege with
increasing quick dive strategies to confuse whether the prey has
adequate energy to efficiently escape. The mathematical
expression of the strategy is specified by:

Xit+1 —
{Y = Xprey — Elxprey - Xl.tl if (¥)< f(Xit)} (20)
Z=Y+SxLevy(d) if'(Z2) < f(xH

where d denotes the problem dimension and S indicates the
1xd arbitrary vector. If E < 0.5 and r < 0.5, then the prey has
inadequate escape energy and attacks the prey using:

Xit+1 —
{xprey - E|]Xprey - Xrtn|' if (Y) < f(Xit)} 1)
Z=Y+SxLevy(d), if(Z)<f&xH

In HHO, choosing a fitness is a critical factor. The
assessment of the goodness of a candidate solution is
performed by solution encryption. Then, precision is
considered as the main condition to create a fitness function.

Fitness = max (P) (22)
TP
b= TP+FP (23)

where TP and FP indicate the true and false positive values,
respectively.

III. RESULTS AND DISCUSSION

The CICIDS-2017 dataset was used for the experimental
evaluation of the BAOA-VRAEID technique. The dataset
includes 17500 samples and 7 class labels, as shown in Table 1.

TABLE L. DATASET DETAILS

Dataset class Number of samples
BruteForce 2500
DoS 2500
WebAttacks 2500
Infiltration 2500
Bot 2500
DDoS 2500
PortScan 2500
Total No. of Samples 17500

Figure 1 shows the confusion matrices for the proposed
BAOA-VRAEID technique based on the CICIDS-2017 dataset.

The results indicate that the BAOA-VRAEID technique
identifies distinct intrusion types proficiently.

Training Phase (80%) - Confusion Matrix Testing Phase (20%) - Confusion Matrix

BruteForce JEX3 BN CREE B 7 BruteForce

Y 12 1954 3 12 8 DoS

WebAttacks 2 1995 3 9 14 1 WebAttacks

Infiltration 5 1909 15 5 21 Infiltration

Actual
Actual

M 10 1957 7 1

@

9 1949 7

BruteForce S
WebAttacks JEEN]
Infiltration
BruteForce =Y
WebAttacks IS
Infiltration X
PortScan

Predicted Predicted
(a) (b)
Training Phase (70%) - Confusion Matrix Testing Phase (30%) - Confusion Matrix

BruteForce RV RN S A K BruteForce

P 7 1721 5 DoS
WebAttacks Sk I KRN [ T @3 | WebAttacks

Infiltration SRS M 1702 2 17 3 Infiltration

Actual
Actual

25 16 14 1627 9 14

©
-
=

8 1709 17

8 1715|

7
]
o
a
a

BruteForce i
WebAttacks s
Infiltration 3]
PortScan
BruteForce JY
WebAttacks JET
Infiltration
PortScan

Predicted Predicted
(e) (d)

Fig. 1. Confusion matrices for the BAOA-VRAEID system using: (a-b)
TRP/TSP of 80:20, (c-d) TRP/TSP of 70:30

Figure 2 and Table II show the IDS results of BAOA-
VRAEID using 80:20 TRP/TSP. The results show that BAOA-
VRAEID detects different kinds of intrusions proficiently. For
instance, on 80% of TRP, the BAOA-VRAEID technique
achieved an average accuy, of 99.31%, prec, of 97.58%,
reca; of 97.58%, Fyore of 97.58%, and Gpeqn of 98.58%.
Meanwhile, on 20% of TSP, the BAOA-VRAEID method
achieved an average accuy, of 99.29%, prec, of 97.50%,
reca; of 97.51%, Fyore of 97.50%, and Geqn Of 98.54%.
Table III and Figure 3 show the results of BAOA-VRAEID for
70:30 TRP/TSP.

100.0

s Training Phase (80%)

mum Testing Phase (20%)

99.5

Avg. Values (%)
3
7]

97.5
97.0
Accuracy Precision Recall F-Score G-Mean
Fig. 2. Average results of BAOA-VRAEID on 80:20 TRP/TSP.
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TABLE II. RESULTS OF BAOA-VRAEID ON 80:20 TRP/TSP TABLE III. RESULTS OF BAOA-VRAEID ON 70:30 TRP/TSP
Class | Accubal | Precn | ReCal | l-:score | Gmean Class | Accubal | l)recn | Recal | Fscore | Gmean
Training Phase (80%) Training Phase (70%)
BruteForce 99.27 97.82 97.04 97.43 98.33 BruteForce 98.57 96.81 92.95 94.84 96.17
DoS 99.29 97.26 97.80 97.53 98.67 DoS 98.64 92.98 97.95 95.40 98.36
WebAttacks 99.36 97.46 98.13 97.79 98.85 WebAttacks 99.04 96.20 97.08 96.64 98.22
Infiltration 99.24 97.90 96.71 97.30 98.17 Infiltration 99.04 96.10 97.20 96.65 98.27
Bot 99.29 97.51 97.56 97.53 98.57 Bot 98.68 97.13 93.45 95.26 96.45
DDoS 99.31 97.50 97.69 97.60 98.63 DDoS 99.15 97.49 96.61 97.05 98.08
PortScan 99.39 97.62 98.10 97.86 98.85 PortScan 99.21 96.67 97.83 97.25 98.63
Average 99.31 97.58 97.58 97.58 98.58 Average 98.90 96.20 96.15 96.16 97.74
Testing Phase (20%) Testing Phase (30%)
BruteForce 99.46 97.86 98.43 98.14 99.03 BruteForce 98.23 97.21 90.51 93.74 94.92
DoS 99.37 97.43 98.21 97.82 98.88 DoS 98.42 91.15 98.38 94.63 98.40
WebAttacks 99.09 95.98 97.22 96.60 98.29 WebAttacks 99.10 95.84 98.01 96.91 98.64
Infiltration 99.23 98.07 96.77 97.42 98.21 Infiltration 99.16 97.57 96.53 97.05 98.05
Bot 99.34 98.16 97.17 97.66 98.43 Bot 98.78 97.02 94.47 95.73 96.96
DDoS 99.31 97.81 97.43 97.62 98.52 DDoS 98.99 96.57 96.17 96.37 97.79
PortScan 99.23 97.18 97.38 97.28 98.45 PortScan 98.90 95.63 96.65 96.14 97.95
Average 99.29 97.50 97.51 97.50 98.54 Average 98.80 95.85 95.82 95.79 97.53

The experimental results show that the BAOA-VRAEID
method categorizes different kinds of intrusions proficiently.
For example, on 70% of TRP, the BAOA-VRAEID approach
achieved an average accuy, of 98.90%, prec, of 96.20%,
reca; of 96.15%, Fcore Of 96.16%, and Gpeqp of 97.74%. In
the meantime, on 30% of TSP, the BAOA-VRAEID approach
achieved an average accuy, of 98.80%, prec, of 95.85%,
reca; of 95.82%, Fycore Of 95.79%, and Gpeqn of 97.53%.

Figure 4 shows how well the DT works when using the Txc
and V¢ of the BAOA-VRAEID method. The figure suggests
that higher Txc and V¢ values indicate better performance
from the BAOA-VRAEID technique. Interestingly, the BAOA-
VRAEID method achieved the highest T ¢ results.

Figure 5 illustrates the DT performance of the BAOA-
VRAEID approach's Ty o5 and Vi gs, showing low V| og results.
Figure 6 presents the precision-recall curve for the BAOA-
VRAEID method, showing that it improved the values of
precision-recall under all considered classes.

99.5

mm Training Phase (70%) mam Testing Phase (30%)

99.0
98.5

98.0

©
N
«

97.0

Avg. Values (%)

2

8
)

95.5

95.0-

Accuracy Precision Recall

Average results of BAOA-VRAEID on 70:30 TRP/TSP.

F-Score G-Mean

Fig. 3.

Training and Validation Accuracy

0.975 4 —— Training

| — Validation
0.950 -
0.925 4

0.900

0.875 4

Accuracy

0.850 -
0.825

6.800

0.775

e 5 16 15 20 25
Epochs

Fig. 4. TACY and VACY outcomes of the BAOA-VRAEID approach.

Training and Validation Loss

—— Training
0.7 —— Validation

0.6

0.5 4

Loss

0.4 1

0.3

0.2 1

Epochs

Fig. 5. Tros and Vo results of the BAOA-VRAEID approach.

To examine the performance of the BAOA-VRAEID
technique, a wide comparison was carried out, as shown in
Table IV and Figure 7. The KNN model achieved the lowest
results, while the RF model had improved results. The stacked
model achieved moderately improved classification results.
The CNN-GRU and CNN-LSTM models achieved reasonable
results.  The  proposed BAOA-VRAEID technique
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outperformed the other models with a higher accu,, of 99.31%,
prec, of 97.58%, reca; of 97.58%, and F1l.y.. of 97.58%.
Therefore, the proposed BAOA-VRAEID technique
outperformed the other models.

TABLE IV. COMPARATIVE OUTCOME OF BAOA-VRAEID
APPROACH WITH OTHER SYSTEMS
Methods Accuracy | Precision Recall F1-Score
BAOA-VRAEID 99.31 97.58 97.58 97.58
RF Model 90.55 91.97 78.05 83.67
KNN Model 76.70 74.56 76.58 76.34
DT Model 90.25 90.70 78.08 82.15
CNN-GRU 98.48 90.46 95.00 97.17
CNN-LSTM 98.22 96.21 94.24 95.08
Stacked Model 93.06 93.09 86.58 89.80
Precision-Recall Curve
1.8 4
0.8 4
e 0.6
E 0.4
—— BruteForce
DoS
WebAttacks
0:25 Infiltration
—— Bot
DDoS
0.0 1 —— PortScan
0.2 U.‘A B.‘b 0.8 1.0
Recall
Fig. 6. Precision-recall results of the BAOA-VRAEID approach.
mmm BAOA-VRAEID =] CNN-GRU
mm RF Model B CNN-LSTM
s KNN Model [ Stacked Model
[ DT Model
:\? 100
z
s 95 4
3
§ =]
85 1
80
75 | ; : .
1 2 3 a 5 6 7
Methods
Fig. 7. Comparative results of the BAOA-VRAEID approach with other
systems.

Table V and Figure 8 show a comparison of the proposed
with other methods in terms of computation time. The BAOA-
VRAEID approach outperformed other techniques with a CT
of 11.37s. Therefore, the proposed method achieves enhanced
performance in less time than other methods.

TABLE V. COMPUTATION TIME COMPARISON
Methods Computational Time (sec)
BAOA-VRAEID 11.37
RF Model 14.15
KNN Model 22.20
DT Model 42.70
CNN-GRU 33.75
CNN-LSTM 16.43
Stacked Model 28.93
50
msm BAOA-VRAEID
45 I RF Model
. s KNN Model
b4 DT Model
8 407 £ CNN-GRU
o B CNN-LSTM
E 351 @ Stacked Model
™
g 30 -
2
825
3
o
§ 20
[¥)
15- l
10 l ; ;
1 2 a 5 6 7
Methods
Fig. 8. Computation time comparison of BAOA-VRAEID and other
methods.

IV. CONCLUSION

This study introduced a modern BAOA-VRAEID method
for intrusion detection in a DT-enabled secure IloT
environment. The proposed BAOA-VRAEID technique
focused on the incorporation of the DT with the IIoT server,
which collects industrial transaction data and helps to enhance
communication security and privacy in the IloT environment.
For accurate classification and detection of intrusions, the
proposed method used BAOA for feature selection, the HHO
algorithm for hyperparameter tuning, and the VRAE
classification model for intrusion detection in the IloT
environment. The proposed BAOA-VRAEID technique was
evaluated on a benchmark dataset, and the results showed that
it outperformed other recent approaches. The proposed BAOA-
VRAEID technique provided significantly better results than
existing methods in terms of accuracy (99.31%), precision
(97.58%), recall (97.58%), and F1-Score (97.58%) with a low
computational time. Therefore, the BAOA-VRAEID technique
achieved significantly improved performance over other
models. In the future, blockchain technology can increase the
performance of the BAOA-VRAEID technique.
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