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ABSTRACT

In the context of digital transformation and the advent of 5G/6G networks, Network Function
Virtualization (NFV) and Software-Defined Networking (SDN) serve as foundational pillars. However,
resource management in such environments introduces significant challenges to the Virtual Network
Functions Placement and Chaining (VNF-PC) problem. This problem is NP-hard and requires a careful
balance among operational cost, network performance, and quality of service. This paper presents an in-
depth study of VNF-PC, thoroughly analyzing existing techniques such as Integer Linear Programming
(ILP) models, Benders decomposition, and heuristic algorithms. Building on these foundations, a novel
approach is proposed, named the Knapsack-Based Genetic Algorithm (KBGA). This method models the
placement of VNF's onto physical servers as a multidimensional knapsack optimization problem, combined
with a hybrid initialization strategy to accelerate convergence. Simulation results demonstrate that KBGA
improves request acceptance rates by up to 20% compared to traditional greedy algorithms under high-

load conditions, while simultaneously reducing network operational costs.
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I.  INTRODUCTION

The explosive growth of mobile data traffic and the
emergence of low-latency services, such as autonomous
vehicles and remote surgery, have revealed the inherent
limitations of traditional hardware-based network architectures.
Dedicated appliances (middleboxes) are often expensive,
difficult to upgrade, and energy-intensive. To address these
challenges, ETSI introduced the concept of Network Function
Virtualization (NFV) [1]. NFV transforms network functions
such as firewalls, load balancers, and NATs from specialized
hardware appliances into software instances running on
Commodity Off-The-Shelf (COTS) servers. In parallel,
Software-Defined Networking (SDN) decouples the control
plane from the data plane, enabling centralized and flexible
network management [2]. The integration of NFV and SDN

creates a highly flexible networking infrastructure that supports
the dynamic deployment of Service Function Chaining (SFC).

The VNF Placement and Chaining problem (VNF-PC) is a
fundamental challenge in the operation of NFV-based
networks. When a user submits a service request (e.g., a chain
consisting of Firewall — IDS — Proxy), the network operator
must determine:

1. Placement: On which physical servers should these
VNFs be deployed?

2. Chaining: Through which physical links should the
traffic flow in order to connect the VNFs in the required
order?
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The objective of the problem typically involves optimizing
multiple goals such as minimizing resource consumption,
reducing latency, or achieving network load balancing [3].

VNF-PC is a highly complex combinatorial optimization
problem (NP-Hard). As the number of network nodes and
service requests grows, the solution search space expands
exponentially. Exact mathematical approaches (e.g., Integer
Linear Programming - ILP) fail to provide real-time solutions
for large-scale networks, whereas simple heuristic algorithms
(e.g., Greedy) often yield suboptimal results. This study aimed
to develop a balanced solution that is computationally efficient
for practical deployment while still achieving near-optimal
performance. The focus was on enhancing the Genetic
Algorithm (GA), a powerful meta-heuristic, by embedding
domain-specific knowledge of the VNF-PC problem.

II. LITERATURE REVIEW

A. Approaches to Solving the VNF-PC Problem

Previous studies have proposed a variety of methods for
addressing the VNF-PC problem, which can generally be
categorized into three main groups.

1) Exact Methods

These approaches formulate the problem as an ILP or
Mixed Integer Linear Programming (MILP) model to obtain an
exact optimal solution.

e In [3], an ILP model aimed at maximizing network
throughput. A key contribution of this work lies in its
consideration of time-varying workloads. This study
demonstrated that different VNFs may reach their peak
loads at different times, thereby enabling the consolidation
of multiple VNFs on the same server to improve resource
efficiency (Workload Consolidation).

e Authors in [4] employed Combinatorial Benders
Decomposition (CBD). This technique partitions the large-
scale problem into a master problem (deciding VNF
placement) and a sub-problem (deciding routing flows),
thereby enabling the solution of substantially larger
instances compared to traditional ILP formulations.

2) Heuristic Methods

Heuristics are algorithms that rely on experience or rule-
based strategies to obtain "good-enough" solutions within a
short computation time.

e TOHS (Throughput Optimization Heuristic Solution) [3]
was proposed as an alternative to ILP for large-scale
networks. This method employs the correlation coefficient
between service chains to determine traffic merging
decisions.

e Graph Transformation: In [5], the physical network graph
was transformed into a k-partite graph, followed by the
application of the Constrained Shortest Path algorithm to
identify VNF placement locations.

3) Meta-Heuristic and Al-Based Methods

This category includes modern approaches that rely on
nature-inspired mechanisms or machine learning.

e Genetic Algorithm (GA): Its effectiveness was
demonstrated in [6, 7]. Notably, mapping the VNF-PC
problem to the Knapsack Problem enables GA to operate
more efficiently in optimizing node resources.

e Deep Reinforcement Learning (DRL): The studies in [8, 9]
applied DRL to allow an agent to autonomously learn VNF
placement strategies. However, DRL requires long training
times and tends to struggle with convergence in highly
dynamic network environments.

B. Optimization Techniques in NFV

Common optimization techniques employed in NFV
include the following:

e Multi-tenancy allows multiple tenants or slices to share the
same underlying virtualized infrastructure while preserving
logical isolation. This helps improve resource utilization
and reduce system overhead [10].

e Workload consolidation: This technique exploits the
temporal variability of network traffic. By co-locating
VNFs whose resource demands complement each other
(e.g., one VNF that is heavily utilized during daytime and
another that peaks at nighttime) on the same physical
server, network operators can reduce the overall resource
capacity required [3, 11].

e Access Control as a Service: Security is an indispensable
component. In [12], access-control mechanisms in NFV
environments were discussed. Security-oriented VNFs,
such as firewalls and IDSs, are also commonly integrated
into service chains to enhance protection.

1. MATHEMATICAL MODELING

This section presents a precise mathematical model for the
problem, formulated on the basis of ILP.

A. Notation and Assumptions
The physical network is represented by an undirected graph
Gs = (Vs Es).

e 1, is the set of nodes (servers). Each node u € Vj is
associated with a resource capacity C,, (CPU, RAM) and an
operational cost o<,,.

Es is the set of physical links. Each link (u,v) € Es is
characterized by its bandwidth B,,,, and latency L,,,,.

The set of SFC requests is denoted by R. Each requestr €
R consists of a sequence of VNFs: F,. = f}, f5, ... f, including:

o The resource demand of each VNF: d ;.

e The bandwidth requirement between adjacent VNFs:

b(fi, fi+1)-

e A maximum latency constraint: D,y .
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B. Decision Variables
The following binary variables are employed:

of {1 if VNF f is deployed at node u, )
* o otherwise
1 if virtual link | is routed
Viw = { through physical link (u, v), 2)
0 otherwise

C. Objective Function

The objective is to minimize the total deployment cost,
which consists of the node usage cost and the bandwidth cost:

Minimize Z= 3, ex(Zr e, Zu evs Xy -A(P-4,)
+ ZlELr Z(u,v)EEsyfw . b(l)'ﬂuv (3)
where 3, denotes the unit bandwidth cost.

D. Constraints

e Placement constraints: Each VNF must be assigned to
exactly one physical node

Zuevsxﬁf: 1, VreR, VfEE 4

e Node capacity constraints: The total amount of resources
required by all VNFs placed on a given node must not
exceed that node’s capacity:

Yrer Yy er X1, d(f) < €y, Yu € Vs (5)

Flow conservation constraints: The continuity of data flow
between consecutive VNFs in the service chain must be
guaranteed:

Yy enawyViw = You) = xSTeW _ ydst® ©

vue V,vle L,

The ILP model above ensures the computation of an
optimal solution; however, its computational complexity is
extremely high. Therefore, an improved heuristic algorithm is
proposed as follows.

IV. PROPOSED KBGA (KNAPSACK-BASED GENETIC
ALGORITHM)

This section provides a detailed description of the proposed
KBGA algorithm. Unlike conventional GA approaches that
typically employ purely stochastic operators, KBGA integrates
domain-specific knowledge of the VNF-PC problem into its
genetic operators to accelerate convergence and avoid
infeasible solutions.

A. Theoretical Foundations

The problem of placing VNFs onto physical network nodes
exhibits strong similarities to the Multidimensional Knapsack
Problem (MKP):

e Khnapsacks: Physical nodes equipped with limited CPU and
RAM capacities.

e Items: VNFs to be deployed, where the weight corresponds
to resource demands and the value represents the benefit
obtained when served.

However, the key distinction lies in the fact that, in VNF-
PC, the "items" (VNFs) are subject to ordering constraints
(SFEC chaining) and latency requirements. Consequently, the
proposed algorithm must concurrently address two sub-
problems: (1) packing VNFs into servers, and (2) maintaining
the connectivity of the service chain.

B. Proposed Algorithms

1) Algorithm 1 — Hybrid Initialization

The conventional approach has limitations, as purely
random initialization often produces individuals that violate the
Node Capacity Constraint at the outset, causing the GA to
spend substantial effort "repairing” those individuals rather
than optimizing them. The proposed solution employs a hybrid
initialization strategy with ratio a (typically 0.5).

e a% of the individuals are generated using a Randomized
Greedy algorithm: For each VNF, this algorithm randomly
selects one of the top-k candidate servers (i.e., those with
the lowest cost and sufficient available resources). This
ensures that a portion of the population lies within the
feasible region of the search space.

e (l-a)% of the individuals are generated completely at
random to preserve genetic diversity, helping the algorithm
avoid premature convergence to local optima.

Algorithm 1: Hybrid Initialization
Input:
Gs: Physical substrate network graph
R: Set of SFC requests
Psize: Population size
Output: Pop: Initialized population
1: Pop € 0
2: for i = 1 2> Py, do

3: Chromosome € An empty array of size
YISF Gl
4: if i £ Pgue X 0.5 then
5: Phase 1: Heuristic (Randomized
Greedy)
6: for each request r € R do
7: for each VNF v € r do
8: Candidates€< List of nodes u €V
satisfying C[°™m*" > p,
9: if Candidates is empty then
10: Randomly select any node

(temporarily accepting
constraint violation)

11: else

12: Sort Candidates in ascending
order of cost

13: Randomly select u from the
top 3 cheapest nodes

14: end if

15: Append u to Chromosome

16: Temporarily update C[émain

17: end for
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18: end for

19: else

20: Phase 2: Random (Diversity)

21: for each gene in Chromosome do

22: Assign the gene a random NodelD
from I}

23: end for

24: end if

25: Add Chromosome to Pop
26:end for
27:return Pop

2) Algorithm 2: Penalty-Based Fitness Function

In constrained optimization, comparing an individual with a
low cost but with constraint violations against another with a
higher cost but a feasible configuration is inherently
challenging.

The proposed solution involves a fitness function that
incorporates a dynamic penalty mechanism. The objective of
the problem is to minimize the total cost:

Cost(X) = YypXyyp-%y.d,

The fitness function F(X) is defined as follows:

1
Cost(X)+ Q.Violation (X)B

F(X) =

(7
where:

e Violation(X) = Y,evy max(Used, — Capacity,): The
total amount of exceeded resource usage.

e : Alarge penalty coefficient (e.g., 10%).

e [(: The penalty exponent (typically f=2) to heavily penalize
large violations.

This mechanism ensures that any solution violating
resource constraints will receive an extremely low fitness value
and thus will be eliminated during the natural selection process.

Algorithm 2: Fitness Evaluation
Input: Chromosome, Network_Info
Output: Fitness value

1: TotalCost < 0

2: TotalViolation €0

3: NodeUsage €« Map{NodelD -> 0}

4: for each gene in Chromosome do

5 v €& VNF corresponding to gene

6: u € Physical node (gene.value)

7 TotalCost < TotalCost + (v.demand X u.cost)
8: NodeUsage[u] € NodeUsage[u] + v.demand

9: end for

10:for each node u in the network do

11: 1if NodeUsage[u] > u.capacity then

12: Overload<NodeUsage[u] — u. capacity

13: TotalViolation € TotalViolation + Overload
14: end if

15:end for
16:if TotalViolation > 0 then

. 1
17: Fitness€< ——
10000 x TotalViolation + Total Cost

18:else
, 10000
19: Fitnessé€——— (Scaling factor 10000)
TotalCost
20:end if

21:return Fitness

In this penalty-based fitness function, the parameters {2 and
B play a critical role in balancing the exploration of the search
space and the strict enforcement of node capacity constraints.
To determine the optimal configuration, a sensitivity analysis
was conducted by varying £ in {10% 10% 10} and § in {1, 2,
3}. Observations indicated that a low penalty multiplier 2=107
fails to sufficiently degrade the fitness of infeasible solutions,
allowing them to survive the natural selection process.
Conversely, an excessively high multiplier (2=10°) causes
severe numerical scaling issues, overshadowing the actual
deployment cost and reducing the algorithm's ability to
distinguish between near-optimal feasible solutions. Regarding
the penalty exponent, § = 1 applies a linear penalty, which is
inadequate for heavily overloaded nodes. However, f§ = 3
introduces an overly steep gradient that prematurely eliminates
individuals with minor, easily repairable violations (e.g., via
the Smart Mutation operator). Therefore, the empirical
selection of 2 = 10* and B = 2 provides the most stable
convergence, aggressively penalizing severe violations while
maintaining a smooth fitness landscape for evolutionary
optimization.

3) Algorithm 3: Smart Mutation

Traditional random mutation (selecting a gene and
replacing it with an arbitrary value) is often ineffective because
it may degrade a good solution into a poor one (e.g., assigning
a VNF to an already overloaded server). This study introduces
the Smart Mutation technique (also referred to as Heuristic
Mutation), with its operational procedure consisting of the
following steps:

1. Identify the Hotspot: Locate the physical node in the
chromosome that exhibits the highest degree of resource
violation.

2. Select a victim: Randomly choose a VNF currently
placed on that hotspot.

3. Migration: Find a new destination node that has
sufficient remaining resources and yields the lowest
possible cost. Migrate the selected VNF to this
destination node.

This technique transforms the mutation operator from a
"random structure disruption” step into a "local repair"
procedure, thereby enabling the algorithm to converge more
rapidly toward the feasible region.

Algorithm 3: Smart Mutation Operator
Input: Chromosome, Network_Info
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Output: Mutated_Chromosome

1: Compute the load of all nodes based on
Chromosome

2: OverloadedNodes &« The set of nodes such
that Load > Capacity

3: if OverloadedNodes is empty then

4: Standard Mutation: Randomly select
one gene and assign it to a random
node

5: return

6: end if

7: TargetNode€The node with the highest
overload in OverloadedNodes
8: GeneToMove& Randomly select a VNF
currently placed on TargetNode
9: Candidates € The set of nodes with
AvailableCapacity > Demand(GeneToMove)
10:if Candidates is not empty then
11: NewHost € The node with the lowest
cost among Candidates
12: Assign the value of GeneToMove to
NewHost
13:else
14: Assign the value of GeneToMove to a
random node (expecting that
subsequent generations will fix this)
15:end if

V. RESULTS EVALUATION

This section presents a detailed description of the
simulation outcomes to demonstrate the effectiveness of the
proposed KBGA algorithm compared to traditional approaches.
To validate the robustness of the proposed KBGA in a realistic
cloud infrastructure, the simulations were extended beyond the
initial Erdés-Rényi random graph to include a structured data
center topology. Specifically, a k-ary Fat-Tree network was
implemented with k = 8, comprising 128 physical server nodes
distributed across the edge layer, connected through
corresponding aggregation and core switches.

In this hierarchical structure, edge-to-aggregation link
capacities often become the primary bottleneck for Service
Function Chaining (SFC) routing. The experimental results
demonstrated that KBGA effectively leverages the multi-path
characteristics of the Fat-Tree architecture. Even under high
traffic loads (e.g., 120 requests), KBGA maintained an
acceptance ratio of approximately 85%, outperforming the
Greedy-BF baseline by nearly 18%. This improvement is
largely attributed to KBGA's global view during batch
processing (hybrid initialization and selection). Unlike greedy
algorithms that easily exhaust critical uplink resources by
making myopic local placements, KBGA strategically
distributes VNFs across different network pods to minimize
inter-rack traffic.

A. Simulation Scenarios and Environment

The simulations were conducted in a Python 3.8
environment using the NetworkX 2.5 library on a machine
equipped with an Intel Core i7 CPU and 16 GB RAM. The
simulated network parameters follow a medium-scale Data
Center topology.

TABLE L SIMULATION PARAMETERS
Parameter Value
Number of physical nodes (|Vg|) 100 Nodes
Connectivity model Erdos-Renyi (link probability 0.15)
CPU capacity per node Random [100, 200] units
Node resource cost (X,,) Random [1, 10] cost units
Number of SFC requests . "
(traffic load) Varied from 20 to 140 requests
SFEC chain length Random [3, 7] VNFs
CPU demand per VNF Random [10, 30] units

The following algorithms were compared:

1. Greedy-FF (First-Fit): Iterates through the list of
physical nodes and places each VNF on the first feasible
node.

2. Greedy-BF (Best-Fit): Selects the feasible node with the
lowest placement cost for each VNF.

3. SGA (Standard Genetic Algorithm): A conventional GA
baseline using random initialization and standard
random mutation.

4. KBGA (Proposed): The proposed algorithm that
combines hybrid initialization and Smart Mutation.

B. Detailed Performance Analysis

1) Analysis of the Acceptance Ratio

To evaluate the service admission capability of the
compared methods, the acceptance ratio was measured under
increasing traffic loads. As the load increases, the performance
gap between the methods becomes more visible. The greedy
baselines deteriorate more rapidly because they make local
placement decisions without considering the global
arrangement of the entire batch of requests. The SGA improves
over greedy methods by exploring a broader solution space
through evolutionary search. However, the proposed KBGA
consistently achieves the highest acceptance ratio, especially
under medium and high traffic loads. This improvement can be
attributed to its hybrid initialization strategy, which provides
higher-quality initial individuals, and its smart mutation
mechanism, which helps repair overloaded placements and
guides the search toward more feasible solutions.

2) Cost Efficiency Analysis

The average deployment cost per accepted SFC was also
examined. The results show that KBGA maintains a lower
average cost than the baseline methods over most traffic levels.
Greedy-FF is cost-agnostic and therefore may place VNFs on
the first feasible but unnecessarily expensive node. Greedy-BF
reduces this drawback by selecting cheaper feasible nodes,
while SGA benefits from global evolutionary search.
Nevertheless, KBGA still provides the best overall cost
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efficiency because its fitness function explicitly penalizes
infeasible solutions while favoring lower-cost mappings, and
its Smart Mutation further promotes migrations toward valid
low-cost nodes.

e The Greedy-FF algorithm is agnostic to pricing and always
selects the first feasible node encountered. As a result, it
frequently places VNFs on unnecessarily expensive nodes.

e KBGA incorporates a fitness function explicitly oriented
toward minimizing total cost. The evolutionary process
naturally favors individuals that utilize low-cost nodes.
Moreover, the "Smart Mutation" mechanism proactively
relocates VNFs to cheaper nodes whenever feasible.

3) Convergence and Execution Time Analysis

To verify whether the proposed enhancements improve the
search dynamics of the genetic algorithm, the convergence
behaviors of SGA and KBGA were compared under the same
traffic load. The convergence curves indicate that KBGA starts
from a better initial fitness level and improves more rapidly
during the early generations. It also reaches a higher final
fitness value than SGA. This behavior confirms that the hybrid
initialization provides a stronger initial population, while the
Smart Mutation operator accelerates the repair of overloaded
placements and helps the search escape poor-quality regions
more effectively than the standard mutation mechanism.

Acceptance Ratio Comparison

100 A

-

L ]
ol

95 A

90

Acceptance Ratio (%)

85 1

¥ Greedy-FF

80 | -M- Greedy-BF

—{ - Standard GA (SGA)
=&~ Proposed KBGA

T T

T
20 40 60

T T T T
80 100 120 140

Traffic Load (Number of SFC Requests)

Fig. 1.
95% confidence intervals across repeated runs.

Comparison of the acceptance ratio between Greedy-FF, Greedy-BF, SGA, and the proposed KBGA under different traffic loads. Error bars denote

Cost Efficiency Comparison

600

500 4

400 -

300 A

Average Cost per Accepted SFC (cost units)

200 /i’ --¥- Greedy-FF
/,/ -%- Greedy-BF
i’/ Standard GA (SGA)
-~ Proposed KBGA
100 - . . - = T T T
20 40 60 80 100 120 140

Traffic Load (Number of SFC Requests)

Fig. 2.
bars denote 95% confidence intervals across repeated runs.

Comparison of the average cost per accepted SFC between Greedy-FF, Greedy-BF, SGA, and the proposed KBGA under different traffic loads. Error
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Fig. 3. Convergence comparison between the SGA and the proposed KBGA in terms of best fitness value across generations under a traffic load of 100
requests.
Runtime Scalability Comparison
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Fig. 4. Runtime scalability comparison of Greedy-FF, Greedy-BF, SGA, and KBGA under increasing traffic loads. Error bars denote 95% confidence intervals

across repeated runs.

4) Runtime Scalability Analysis

Finally, the execution time of the compared methods was
examined under heavier traffic loads. As expected, the greedy
algorithms remain the fastest because they rely on single-pass
local decisions. Both SGA and KBGA require more
computation due to population-based search across multiple
generations. However, the runtime growth of KBGA remains
stable and acceptable for near-real-time orchestration scenarios,
while delivering better admission and cost performance than
the simpler baselines. This trade-off indicates that the
additional computation of KBGA is justified by the
improvement in solution quality.

VI. CONCLUSION

This study investigated a solution approach to the Virtual
Network Function Placement and Chaining (VNF-PC) problem
through an enhanced methodology based on a Genetic
Algorithm. By modeling the problem as a variant of the
Knapsack Problem and incorporating intelligent hybridization
techniques, the proposed KBGA algorithm has demonstrated
superior performance in improving service acceptance rates
and reducing operational costs. The main contributions of this
work include: an in-depth analysis of NFV/SDN techniques in
related studies; the construction of a detailed mathematical
model for the problem; the proposal of the KBGA algorithm
featuring a hybrid initialization strategy and a penalty-based
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fitness function; and, finally, a set of experiments validating its
effectiveness on simulated datasets.

In the future, this research can be extended in several
directions: traffic forecasting by integrating LSTM or
Transformer models to predict resource demands before
executing the VNF placement algorithm; energy optimization
by incorporating an additional objective that aims to deactivate
idle servers (Green NFV) into the objective function; and the
application of reinforcement learning by leveraging DRL to
automatically tune GA parameters (such as mutation rate) via
hyper-parameter optimization.
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