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ABSTRACT 

This article presents an event-based edge video surveillance architecture for Internet of Things (IoT) 

systems, in which the Passive Infrared (PIR) sensor initiates frame capture, the ESP32-CAM module 

(OV2640) performs control and network publishing, and the Mojo Field-Programmable Gate Array 

(FPGA) performs hardware-accelerated preprocessing and detection. Communication between the ESP32-

CAM and FPGA is carried out via the Universal Asynchronous Receiver–Transmitter (UART) interface at 

a rate of 921,600 baud (optionally using INT/READY signals), whereas detection results are transmitted to 

the cloud via Wi-Fi using Message Queuing Telemetry Transport (MQTT) or Hypertext Transfer Protocol 

(HTTP). Two modes of operation are experimentally evaluated: ESP32-CAM only and ESP32-CAM + 

FPGA. In terms of end-to-end latency (from PIR triggering to acknowledgment received), a reduction in 

latency quantiles is observed. For N = 80 events, the P50 decreases from 620 to 480 ms, the P95 from 980 to 

780 ms, and the P99 from 1,300 to 1,050 ms, confirming the performance gains achieved by offloading 

computation to dedicated hardware. The UART load is quantitatively characterized based on the 

transmitted data type. For compressed frames, the average packet size is approximately 1,200 B (P95: 

1,600 B) at a rate of 25 packets/s, corresponding to approximately 30,000 B/s. For Regions of Interest 

(ROIs) or compact features, the average packet size is approximately 180 B (P95: 240 B) at 40 packets/s, 

corresponding to approximately 7,200 B/s. For detection results (bounding boxes, confidence values, and 

flags), the average packet size is approximately 64 B (P95: 96 B) at 40 packets/s, corresponding to 

approximately 2,560 B/s. These results demonstrate the advantage of transmitting feature-level data 

instead of full-frame data in bandwidth-constrained scenarios. Detection performance is evaluated using 

annotated views (60 windows per view). For human movement at a distance of 2 m (front view), 

accuracy/recall/F1-score values of 0.93/0.95/0.94 are achieved, whereas at 4 m (side view), the values are 

0.87/0.85/0.86. The False Alarm Rate (FAR) is 0.15 and 0.25, respectively. For scenes without target 

movement, the FAR ranges from 0.03 to 0.17, depending on background conditions (idle scene, 

background movement, and lighting changes). The results demonstrate that the combination of the PIR 

sensor, ESP32-CAM, and FPGA provides an effective trade-off between latency, communication overhead, 
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and detection performance, making it suitable as a minimal yet extensible platform for distributed security 

systems and industrial event-based monitoring. 

Keywords-ESP32; ESP32-CAM; Mojo FPGA; video surveillance; hardware monitoring 

I. INTRODUCTION  

Intelligent video surveillance and event-based monitoring 
systems in Internet of Things (IoT) applications should 
simultaneously provide fast response to events (e.g., traffic), 
efficient edge computing for image processing, and seamless 
network integration with cloud services. Solutions based on 
embedded microcontroller platforms offer advantages in 
energy consumption and communication efficiency, but their 
computing resources are often insufficient for advanced video 
analytics. For this reason, a hybrid approach in which resource-
intensive operations are assigned to the Mojo Field-
Programmable Gate Array (FPGA), whereas management, 
configuration, and communication functions remain on the 
ESP32, is considered promising.  

In recent years, edge video surveillance systems have been 
actively developed in the IoT domain due to the growing 
demand for autonomous, energy-efficient, and low-cost 
solutions for security, industrial, and environmental 
applications. Much research has focused on microcontroller 
platforms with integrated cameras, especially the ESP32-CAM, 
which is widely used in distributed monitoring systems due to 
its low cost, built-in wireless interface, and support for external 
sensors [1]. Publications on the architecture and performance 
of ESP32-CAM indicate that the platform can perform image 
capture, basic processing, and video data transmission under 
constrained computational and energy resources [2]. However, 
benchmarking results show that increasing resolution and 
frame rate significantly increases memory and processor load, 
leading to higher latency and reduced throughput stability [3]. 
For this reason, ESP32-CAM is generally considered not as a 
platform for complex local video analytics but mainly as a 
capture and control node [4].  

A number of studies propose hybrid schemes in which the 
ESP32 acts as an edge node for primary filtering or event 
detection, whereas complex computations are offloaded to 
server or cloud infrastructure [5]. This approach reduces 
network traffic and facilitates scalability; however, it remains 
dependent on communication channel quality and does not 
eliminate local decision latency [6]. Event-based video 
surveillance architectures are considered one of the main 
mechanisms for improving energy efficiency in IoT systems. 

In practice, Passive Infrared (PIR) sensors are often used to 
trigger frame or video capture upon motion detection, which 
reduces power consumption and the amount of processed data 
[7]. Prototypes of ESP32-CAM-based security with PIR 
triggering confirm the feasibility of this approach, but in many 
cases the functionality is limited to capturing footage and 
sending notifications without in-depth analytics [8]. PIR-based 
event detection is also used in environmental monitoring and 
camera-trap applications, where ESP32-CAM operates as a 
standalone node for visual data acquisition [9]. In such 
scenarios, autonomy and reliability are the priority, so image 
processing is often minimal or absent [10].  

Alongside microcontroller-based solutions, hardware 
accelerators for video processing based on FPGAs are actively 
developed. Review studies highlight that FPGAs provide 
deterministic low latency, energy efficiency, and high 
parallelism, making them suitable for real-time computer vision 
tasks [11]. In applied research, FPGAs are used to implement 
video stream preprocessing stages, including filtering and 
Region of Interest (ROI) extraction [12]. Of particular interest 
are studies on video surveillance and multi-camera systems, 
which demonstrate that even Spartan-6 FPGA devices can 
support streaming processing and real-time monitoring tasks 
[13].  

Modern research on FPGA-based computer vision 
acceleration focuses on hardware implementation of 
convolutional neural network (CNN)-based object detection, 
including the You Only Look Once (YOLO) family [14]. 
Experimental results confirm real-time performance through 
optimized dataflow and memory organization [15], and 
emphasize the importance of co-design between algorithms and 
hardware to balance accuracy and computational efficiency 
[16].  

In recent years, event-based vision has emerged, where 
processing is triggered by asynchronous sensor-generated 
events. Survey studies on event-based vision implemented on 
FPGAs show advantages in latency and power consumption 
[17]. Although many solutions rely on specialized event 
cameras, the fundamental principles of event-driven processing 
can also be applied to systems where events are generated by 
external sensors such as PIR devices [18]. 

In the context of edge artificial intelligence and smart city 
applications, integrated design of edge video systems is 
increasingly emphasized, considering hardware platform 
selection, processing architecture, and data security 
requirements [19]. Some studies highlight vulnerabilities in 
microcontroller-based solutions and, more importantly, indicate 
that hardware acceleration can improve system reliability and 
stability [20]. Applied research also demonstrates the use of 
ESP32-CAM for urban infrastructure and parking monitoring, 
confirming demand for low-cost intelligent video systems [21]. 
However, most of these solutions lack hardware acceleration, 
and analyses of latency and power consumption remain limited 
[22].  

Overall, the literature indicates that existing work either 
focuses on microcontroller-based video systems with limited 
analytics [23] or FPGA-based computer vision acceleration 
without integration with widely available IoT camera modules 
and event sensors [24]. Furthermore, comparative studies 
between ESP32-only systems and ESP32 + FPGA architectures 
in terms of latency and energy efficiency remain insufficient 
[25].  

This motivates the development of integrated event-driven 
hardware–software video monitoring platforms combining the 
PIR sensor, ESP32-CAM, and FPGA in a unified architecture 
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[26]. The main objective of this work is to design a minimal 
and scalable video surveillance system in which frame capture 
is triggered by a PIR sensor using ESP32-CAM (OV2640), 
control and network communication are handled by the ESP32, 
hardware-accelerated preprocessing and detection are 
performed on the FPGA, and results are transmitted to the 
cloud via Wi-Fi, with ESP32–FPGA communication 
implemented via Universal Asynchronous Receiver–
Transmitter (UART) and optional INT/READY signaling.  

II. MATHEMATICAL MODEL 

The authors consider the system input as an event stream 
that triggers processing. These events are generated by the PIR 
sensor, but the PIR sensor is triggered not only by actual 
human motion (useful events) but also by environmental 
disturbances such as thermal currents, heating/cooling effects, 
air vibrations, sunlight, and nearby operating devices.  

For this reason, the total event stream should be modeled as 
a mixture of two components: true events with intensity �� 
(representing the average number of real motion events per 
second) and false alarms with ��  intensity (representing the 
average number of erroneous PIR activations per second). The 
total activation intensity represents how often the system is 
forced to “wake up,” capture frames, transmit data, and 
perform computations. It is also convenient to convert the 
absolute intensities to fractions. 

� = �� + ��      (1) 

�� = ��
�	
��

, �� = 1 − ��   (2) 

where ��  characterizes the fraction of unnecessary system 
activations. A higher value of �� leads to increased processing 
and communication overhead. 

The total response time of the system is defined as the end-
to-end latency from PIR triggering to cloud publication. It is 
modeled as the sum of delays of all processing stages: 

� =  

���� + ���� + ����� + ��� + ����� + ��� + ����  (3) 

where ����  is the response time of ESP32 to the PIR input 

(interrupt handling, General-Purpose Input/Output (GPIO) 
reading, and script execution); ����  is the time required to 

capture a frame using the OV2640 camera and store it in 
ESP32-CAM memory; �����  is the time required for data 

preparation (format selection, compression, feature/ROI 
extraction, and packetization); ���  is the transmission time 

from ESP32 to FPGA via UART; ����� is the time required for 

hardware preprocessing and detection in FPGA (e.g., grayscale 
→ threshold → edges → solution); ��� is the time required to 
transmit results from FPGA back to ESP32; ����  is the network 
transmission time, including message creation, Wi-Fi 
transmission, and publication via Message Queuing Telemetry 
Transport (MQTT) or Hypertext Transfer Protocol (HTTP) 
(including acknowledgment if applicable).  

Since average latency does not capture rare delay spikes, 
system performance is additionally characterized using latency 

quantiles. In particular, P95 and P99 represent the latency 
values not exceeded in 95% and 99% of events, respectively: 

���� = quantile�.���� , ���� = quantile�.����  (4) 

These metrics are used in the experimental section to 
compare different processing modes. 

The UART transmission delay depends on payload size, 
protocol overhead, and effective transmission rate. Two modes 
are considered: full-frame transmission and feature-based 
transmission (ROI or compact descriptors). The transfer time is 
modeled as: 

��� = !�"#$%
"&'( 
)*+$,-

    (5) 

where .��/ is the payload size, .012  is the protocol overhead, 

34��� is the nominal UART rate, and 5 is the efficiency factor. 

The reverse FPGA-to-ESP32 communication is modeled 
similarly but involves significantly smaller payload sizes. 

FPGA processing is implemented as a streaming pipeline, 
where performance is determined by clock frequency and 
throughput rather than sequential instruction execution. For a 
frame containing 6��� pixels, the total number of clock cycles 

is expressed as: 

7 = 7� + 88 ⋅ 6���    (6) 

where 7�  is the pipeline initialization overhead and 88  is the 
initiation interval. The corresponding processing time is: 

����� = :;
<<⋅=#>?
�@AB

    (7) 

where C�DE  is the FPGA clock frequency. This formulation 
shows that processing time increases approximately linearly 
with the number of pixels and decreases with higher clock 
frequency. The decision score distributions are modeled as: 

F ∣ HI ∼ K�LI, MI
N , F ∣ H� ∼ K�L�, M�

N  (8) 

where LIand L� are the average score values for movement and 
immobility, respectively, and MI  and M�  represent the 
corresponding variances (how unstable the score is in frames 
and scenes). Since LI > L�, the distributions partially overlap 
due to noise and environmental variability. 

The main performance indicators are expressed through a 
decision threshold P. The probability of detection is QR�P , i.e., 
the probability of correct activation under motion (Q�S = 1 ∣
HI ). The probability of false alarm Q�T�P  is the probability of 
incorrect activation under no motion (Q�S = 1 ∣ H� ). Using 
the standard normal distribution function U�⋅ , the following 
expressions are obtained: 

QR�P = 1 − U VWXYZ
[Z

\    (9) 

  Q�T�P = 1 − F�WXY;
[;

     (10) 

The proposed models are used to interpret experimental 
results in terms of latency, communication load, and detection 
quality. In particular, the latency model corresponds to 
measured P50, P95, and P99 values, the communication model 
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explains bandwidth differences between transmission modes, 
and the detection model relates to the observed F1-score and 
False Alarm Rate (FAR). 

III. SYSTEM ARCHITECTURE AND 

IMPLEMENTATION 

The proposed system is a hybrid event-driven video 
monitoring platform based on the ESP32-CAM microcontroller 
and an FPGA accelerator. The overall architecture of the 
system is illustrated in Figure 1. 

The ESP32 performs control, data acquisition, and 
communication tasks, whereas the FPGA is responsible for 
computationally intensive preprocessing and detection. This 
separation reduces the computational load on the 
microcontroller and enables lower processing latency. 

The system operates in an event-driven mode. In the idle 
state, the ESP32 monitors the PIR sensor output. When motion 
is detected, the ESP32 activates frame acquisition using the 
OV2640 camera and initiates the processing pipeline.  

 

 

Fig. 1.  Event-based video surveillance platform. 

The practical implementation of the system is shown in 
Figure 2, which presents the experimental prototype used for 
validation. The prototype integrates the ESP32-CAM module, 
the FPGA board, and peripheral components, demonstrating 
the feasibility of the proposed architecture under real-world 
conditions. 

The system workflow is as follows: 

1. Event monitoring: ESP32 monitors PIR input. 

2. Event trigger: when motion is detected, frame capture is 

initiated. 

3. Image acquisition: ESP32-CAM generates a frame and 

prepares data (compressed frame or features). 

4. Transmission to FPGA: ESP32 transmits data via 

UART; synchronization is performed using 

INT/READY signals if required. 

5. Hardware processing: FPGA performs preprocessing 

and detection. 

6. Result return: FPGA sends processed results to ESP32. 

7. Cloud transmission: ESP32 publishes results via Wi-Fi 

using MQTT or HTTP. 

 

Fig. 2.  Assembled prototype of the experimental setup. 

The data flow and processing pipeline are illustrated in 
Figure 3, showing the transformation from sensor-triggered 
events to compact cloud-transmitted messages. 
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Fig. 3.  Event-driven system architecture. 

The FPGA processes data in a streaming manner, enabling 
parallel execution of operations and deterministic latency. This 
significantly improves system responsiveness compared to 
ESP32-only processing. In addition, the use of compact feature 
representations instead of full-frame transmission reduces 
communication load and improves scalability. 

To balance detection accuracy and system efficiency, two 
transmission modes are used: full-frame transmission and 
feature-based transmission. The first is used for verification or 
complex scenarios, whereas the second enables fast and low-
overhead processing. 

Overall, the proposed architecture provides an effective 
trade-off between latency, communication overhead, and 
detection quality, making it suitable for real-time IoT 
monitoring applications. 

IV. RESULTS 

The experimental evaluation focuses on three key aspects: 
end-to-end latency, communication efficiency, and detection 
performance. The comparison is performed between two 
processing modes: ESP32-only and ESP32 + FPGA. 

The latency results summarized in Table I and illustrated in 
Figure 4 demonstrate a consistent reduction when processing is 
offloaded to the FPGA. The median latency (P50) decreases 
from 620 ms to 480 ms, whereas higher quantiles (P95 and 
P99) are reduced by approximately 20%. This indicates that 
FPGA acceleration improves not only typical response time but 
also worst-case delays, which are critical for real-time security 
systems. 

To validate the effectiveness of the proposed architecture, 
the ESP32-only implementation is considered as a baseline, 
whereas the ESP32 + FPGA configuration represents the 
proposed solution. As shown in Table I and Figure 4, the 
proposed approach reduces P50 latency from 620 ms to 480 
ms, P95 from 980 ms to 780 ms, and P99 from 1,300 ms to 
1,050 ms. This corresponds to improvements of 22.6%, 20.4%, 
and 19.2%, respectively. These results confirm that hardware-
assisted preprocessing provides a measurable and consistent 
advantage over the baseline software-only implementation. 

TABLE I.  END-TO-END LATENCY SUMMARY (ESP32 VS 
FPGA) 

Mode P50 P95 P99 
N 

events 
Notes 

ESP32-

only (no 

FPGA) 

620 980 1,300 80 

_� = PIR GPIO interrupt; _I = 

MQTT/HTTP publish (or 

ACK). Processing on ESP32. 

ESP32 + 

FPGA 
480 780 1,050 80 

UART offload to FPGA; 

optional INT/READY 

synchronization. Same Wi‑Fi 

conditions. 

 

 

Fig. 4.  End-to-end delay quantiles for two processing modes. 

Detection quality results are presented in Table II and 
visualized in Figure 5. For target events (human motion), the 
system achieves high performance with F1-score = 0.93 (2 m, 
frontal) and F1-score = 0.85 (4 m, side). The decrease in 
performance with increased distance and non-frontal angles 
indicates sensitivity to geometric conditions. 

In non-target scenarios, the F1-score remains close to zero, 
as these scenes are designed to evaluate false alarms rather than 
detection accuracy. The corresponding FARs are shown in 
Figure 6, where low values are observed in controlled 
conditions (0.03–0.05), increasing up to 0.25 in more complex 
environments. 
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TABLE II.  DETECTION QUALITY BY TEST SCENE  

Metric 
Empty 2 m 

frontal 

Person 2 m 

frontal 

Background 2 m 

frontal 

Lighting 2 m 

frontal 

Empty 4 m 

side 

Person 4 m 

side 

Background 4 m 

side 

Lighting 4 m 

side 

TP 0 38 0 0 0 34 0 0 

FP 2 3 8 5 3 5 10 7 

FN 0 2 0 0 0 6 0 0 

TN 58 17 52 55 57 15 50 53 

Precision 0.00 0.93 0.00 0.00 0.00 0.87 0.00 0.00 

Recall 0.00 0.95 0.00 0.00 0.00 0.85 0.00 0.00 

F1-score 0.00 0.94 0.00 0.00 0.00 0.86 0.00 0.00 

FAR 0.03 0.15 0.13 0.08 0.05 0.25 0.17 0.12 

N windows 60 60 60 60 60 60 60 60 

 

 

Fig. 5.  F1-score for test scenes and geometries. 

 

Fig. 6.  FAR across test scenarios. 

The communication performance is illustrated in Figure 7 
(UART throughput in bytes per second) and Figure 8 (UART 
packet frequency). The results show that transmitting compact 
features instead of full frames significantly reduces UART 
bandwidth, from approximately 30,000 B/s to 7,200 B/s (≈76% 
reduction). 

At the same time, packet frequency increases, indicating a 
shift toward smaller but more frequent transmissions. This 
trade-off improves overall system efficiency without degrading 
detection performance. 

The combined results from Tables I and II and Figures 4–8 
confirm that the proposed architecture achieves an effective 
balance between latency, communication load, and detection 
quality. The FPGA-based preprocessing reduces the 
computational burden on the ESP32 and improves system 
responsiveness, whereas feature-level transmission minimizes 
network overhead. 

This combination enables scalable deployment in 
distributed IoT systems, particularly for real-time monitoring 
and security applications. 
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Fig. 7.  UART throughput for different payload types. 

 

Fig. 8.  UART packet frequency. 

V. CONCLUSION 

This paper presents and validates a minimal yet scalable 
event-based video surveillance architecture for Internet of 
Things (IoT) systems, combining ESP32-based control and 
communication with Field-Programmable Gate Array (FPGA)-
based hardware-accelerated processing. 

The experimental results demonstrate that the proposed 
separation of functions significantly improves system 
performance. In particular, offloading preprocessing and 
detection to FPGA reduces end-to-end latency by up to 22.6% 
(P50) and approximately 20% for higher quantiles (P95, P99), 
whereas feature-based transmission decreases communication 
load by approximately 76% compared to full-frame transfer. 

The evaluation of detection quality confirms reliable 
performance for target events, achieving F1-scores up to 0.93, 
while maintaining acceptable False Alarm Rates (FARs) under 
varying environmental conditions. These results validate the 
effectiveness of the proposed pipeline (event → frame → 
hardware processing → result → cloud) for real-time 
monitoring applications. 

The main contribution of this work lies in demonstrating a 
reproducible architecture that balances latency, communication 
efficiency, and detection accuracy through hardware–software 
co-design. Unlike purely software-based approaches, the 
proposed solution provides measurable improvements in both 

responsiveness and data efficiency, making it suitable for 
distributed IoT deployments in safety, industrial, and 
environmental domains. 

Future work will focus on extending the architecture with 
more advanced hardware modules, improving communication 
security (e.g., secure boot and firmware signing), and scaling 
the system to multi-camera scenarios and more complex 
detection models under strict latency and energy constraints. 
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