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ABSTRACT 

The Internet of Things (IoT) has significantly altered our way of life, being integrated into many 

application types. These applications require a certain level of security, which is always a top priority when 

offering various services. It is particularly difficult to protect the information produced by IoT devices 

from security threats and protect the exchanged data as they pass through various nodes and gateways. 

Group Key Management (GKM) is an essential method for controlling the deployment of keys for network 

access and safe data delivery in such dynamic situations. However, the huge volume of IoT devices and the 
growing subscriber base present a scalability difficulty that is not addressed by the current IoT 

authentication techniques based on GKM. Moreover, all GKM models currently in use enable the 

independence of participants. They only concentrate on dependent symmetrical group keys for each 

subgroup, which is ineffective for subscriptions with very dynamic behavior. To address these issues, this 

study proposes a unique Decentralized Lightweight Group Key Management (DLGKM) framework 

integrated with a Reliable and Secure Multicast Routing Protocol (REMI-DLGKM), which is a reliable 
and efficient multicast routing system for IoT networks. REMI-DLGKM is a cluster-based routing 

protocol that qualifies for faster multiplex message distribution within the system. According to simulation 

results, this protocol is more effective than cutting-edge protocols in terms of end-to-end delay, energy 

consumption, and packet delivery ratio. The packet delivery ratio of REMI-DLGKM was 99.21%, which is 

4.395 higher than other methods, such as SRPL, QMR, and MAODV. The proposed routing protocol can 
reduce energy consumption in IoT devices by employing effective key management strategies. 

Keywords-Internet of Things (IoT); Reliable and Secure Multicast Routing Protocol for IoT Networks (REMI-

DLGKM); Decentralized Lightweight Group Key Management (DLGKM); Group Key Management (GKM) 

I. INTRODUCTION  

Today, when numerous programs or computers 
communicate, shared access to applications or files can be 
abused [1]. Most of these applications use secured multicasting. 
Group Key Management (GKM) considers authentication and 
privacy. Implementing cryptographic encryption and the 
selective exchange of keys emploued to encrypt data could 

limit the accessibility to communication by unauthorized 
individuals. A secret group key is essential for several secured 
group communications [2]. The confidentiality of the message 
is guaranteed by encryption employing a group key only 
known to authorized users. A variety of potential hazards 
related to the confidentiality and reliability of the keys 
deployed for encryption cannot be managed without efficient 
key management. Therefore, group keys must be upgraded to 
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provide the right to admission management on variable 
multicast networks where users join and leave. Otherwise, the 
key can be manipulated by an unauthorized user and endanger 
forward and backward confidentiality [3]. A single user can 
create and transmit a message to an entire network group 
implementing communication protocols, which is more 
effective than a comparable unicast-based solution, following a 
group communication concept [4]. Internet gaming and 
audio/video broadcasting were among the initial ways to utilize 
the group communications concept to their advantage. Ad hoc 
(primarily wireless) networks have become increasingly 
prevalent recently, creating a healthy environment for new 
group-based services. Many applications, such as data 
transmission, peer-to-peer communications, and data 
collection, in contexts that include wireless sensor networks, 
mobile ad hoc networks, and IoT, require a robust multicast 
data delivery service [5]. 

Ensuring secrecy and reliability for messages transmitted 
within a group utilizing appropriate cryptography solutions 
without compromising multicast transmissions is the 
foundation of protecting group interactions [6]. It is difficult to 
accomplish this goal in an effective and scalable way, as it 
requires a sizable and constantly shifting number of users to 
share cryptographic keys, even when there are unreliable 
membership changes brought on by users joining or leaving the 
system. Common cryptographic resources must be updated 
using a proper rekeying process after every membership 
change, preventing a former group member from accessing the 
group's present communications and a new member from 
accessing the group's previous messages [7]. While asymmetric 
encryption, such as in conventional point-to-point 
communications, makes it simple to maintain the reliability and 
legitimacy of group interactions, the simplest and most 
adaptable way to ensure the privacy of information within 
multiplex grouping is to secure the information deploying 
symmetric cryptography, with a secret key utilized by every 
group member. The group key is the typical term adopted to 
describe these symmetric keys [8]. 

According to the security strategy imposed on the group, 
key management is essential to establish and maintain 
significant connections between legitimate users [9]. It consists 
of techniques and actions that can deliver some provisions, 
including access control, member authentication and 
authorization, and key generation, distribution, and 
deployment. Key storage and key updates are crucial 
procedures in the key management framework [10]. A key 
management strategy should address the costs associated with 
that procedure. If there is an alteration in the registration, an 
effective multiplex with appropriate access handles the 
procedure that could be accomplished by a suitable update of 
the group key [11]. The affected keys can be changed through a 
process called rekeying. The quantity of rekeying becomes the 
main bottleneck as the community grows and/or the number of 
membership changes increases. Group rekeying has been 
proposed to address the issue of regular rekeying. In this 
method, the key server waits first for a time known as the 
rekeying period before processing the rekeying process [12]. 

The routing protocol for low-power and lossy networks 
(RPL) supports Point-to-Point (P2P) communications. P2M 
routing could be more advantageous for most real-world IoT 
applications, including home and security administration 
automation, environment monitoring, and smart energy 
tracking [13]. Additionally, since only one route is available in 
RPL connecting the source network and any other destination 
node, communication security and reliability represent major 
challenges to effective communication. REMI is a new and 
reliable cluster-based multicast routing technology suggested 
for lossy low-power networking [14]. An intercluster 
communications approach that rapidly distributes multicast 
packets in an orderly and effective manner is an essential 
feature of REMI [15]. The protocol aims to reduce the 
overhead of the number of messages transmitted between group 
members while maintaining a sufficient security level [16]. 
This protocol delivers outstanding performance assuming low 
eviction rates and can be used in highly complex settings 
involving a significant number of nodes (thousands). 

The Secure Routing Protocol for Low-Power and Lossy 
Networks (SRPL) is intended for low-power and lossy IoT 
network settings [17]. Through the integration of secure data 
transfer techniques, this protocol puts a high priority on 
communication security. By following effective routing 
strategies that are appropriate for devices with limited 
resources, SRPL ensures that communication in IoT networks 
is safe and energy efficient. It solves the problems brought on 
by the special qualities of lossy and low-power networks, 
making it a good option for IoT applications where security and 
energy efficiency are important factors. Enhancing the quality 
of multicast communication in networks is the main goal of 
Quality-based Multicast Routing (QMR) [18]. This approach 
aims to maximize message delivery while taking into account 
latency, dependability, and resource usage. QMR aims to 
improve multicast communication performance by deploying 
quality-based routing decisions, making them appropriate for 
situations where efficient data delivery to numerous locations is 
crucial. The protocol's ability to adapt to shifting network 
circumstances and offer the best possible balance between 
quality indicators helps to increase communication reliability. 

The proactive routing protocol Mobile Ad Hoc On-Demand 
Distance Vector (MAODV) was created for Mobile Adhoc 
Networks (MANETs) [19]. Creating routes as needed reduces 
the overhead involved in keeping the network architecture 
consistent. The dynamic character of MANETs, in which nodes 
can join, depart, or move around at any time, is well 
accommodated by MAODV. This protocol allows for the 
dispersed maintenance of route information, which enables 
prompt adaptation to dynamic network conditions. Although 
MAODV works well in situations with mobile devices and 
dynamic network topologies, its effectiveness can change with 
node mobility and network size. 

Figure 1 shows a classification of GKM schemes. A central 
organization known as the Key Distribution Center (KDC) or 
group controller is in charge of creating and dispersing the 
group keys in a scheme known as centralized key management. 
Distributed key management systems eliminate the requirement 
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for a central authority by distributing key management duties 
among group members [20]. 

 

 
Fig. 1.  Group Key Management (GKM) schemes. 

The key contributions of this study are: 

 Propose a robust and secure routing protocol that combines 
cutting-edge security features specifically designed for the 
special difficulties in IoT systems. The protocol should 
guarantee secure communication in IoT by utilizing GKM, 
mitigating vulnerabilities and possible threats unique to this 
dynamic and resource-constrained context. 

 Use GKM in the proposed routing protocol. By 
guaranteeing that only authorized devices within a group 
can access and interpret the sent data, this method improves 
overall communication security and protects against 
potential security breaches and unauthorized access. 

 Demonstrate a significant improvement in terms of 
dynamic flexibility. As IoT settings are dynamic and 
devices can join or leave the network at any time, the 
protocol is made to maintain and update group keys 
dynamically. 

 Provide a comprehensive evaluation and validation of the 
proposed protocol. Its efficacy is evaluated through 
experimentation and simulation, considering factors, such 
as group key dissemination latency, memory overhead, and 
overall system performance. 

II. RELATED WORKS 

In [21], an effective method was presented to manage group 
keys in smart grid networks. In smart grids, photovoltaic 
facilities have cooperative groups of smart inverters that 
communicate over multiplex. However, smart grids did not 
offer a way to restrict who can view multicast data to 
authorized users. This study proposed a Key Management 
Service (KMS) to create and disseminate group keys, offering 
frequent renewal and confidentiality. This study tested a 
working prototype in a cluster of smart inverters and evaluated 
its efficacy. In MANETs, managing a collective key among a 
dynamic collection of nodes presents a challenge because users 
frequently forget to rekey or refresh the group key [22]. To 
enable the dynamic rekeying process in MANETs, a 
genetically based group key agreement strategy was proposed 
as a distributed group key management and broadcast stateless 

framework. The rekeying method establishes group keys 
employing Lagrange interpolation polynomial application over 
a finite region and hash functions. Additionally, a revocation 
system was provided to collect an exact rate of node 
misbehaviors to provide a robust security mechanism. In [23], 
key management mechanisms for data security-based transport 
in MANETs were proposed. This mechanism uses two 
specialized servers, the Distribution Key (DK) asymmetric key 
and the Calculator Key (CK) encryption. These two servers 
handle secret key creation, identification, and dissemination. 
Thus, no additional computation is required on other nodes to 
create the secret keys. These nodes are chosen based on their 
energy usage and node confidence ratings. In [24], a mutually 
verified GKM algorithm was presented for IoT healthcare 
systems. The proposed Mutually Authenticated Group Key 
Management Protocol (MAGKMP) enables an IoT device to 
successfully identify itself before becoming part of the 
network. In addition, it allows IoT devices to identify with 
reliable servers and intelligent e-health gateways before 
accessing session and group credentials. Following reciprocal 
verification between the various network participants' 
participating devices, group keys are safely disseminated for 
secure multicast communication. This study demonstrated that 
MAGKMP offers reciprocal authentication and forward and 
backward confidentiality in group communication, and it is 
safe against various attacks. 

In [25], a GKM system was proposed to improve the 
effectiveness and convenience of healthcare IoT 
administration, combining elliptic curve encryption with one-
way accumulation for sharing secret messages. This method 
updated the previously generated GK as the group's 
membership grew or shrank using classical ciphers, reducing 
processing and transmission costs. In [26], a hybrid secure 
routing protocol that inherits characteristics of both Ad-Hoc 
On-Demand Multipath Distance Vector (AOMDV) and 
multipath Optimized Link State Routing (OLSR) protocols was 
introduced. The recommended protocol provides multi-variant 
tuples based on the Two-Fish (TF) symmetric key technique to 
detect and eliminate adversaries in the global sensor network to 
deliver flexible protection. The eligibility weight function was 
combined with a complex symmetric key approach to select 
and hide sensor guard devices. In [27], a Trusted Secure 
Geographic Routing Protocol (TSGRP) for MANETs was 
suggested to provide safe and effective communication 
between nodes. This study considered the trust value for a node 
obtained by integrating direct and geographically trusted 
information to identify hackers. The source and destination 
nodes establish a secure trust-based communication channel. 
Following the sending of route-request and route-reply packets, 
the determined direct trust value is employed to determine the 
direct trust value of every node and an encrypted connection is 
created between the source and the destination network. 

Since there are fewer sensor nodes available in WSNs than 
in conventional networks, privacy methods change [28]. Larger 
key sizes are necessary for current encryption systems to offer 
high-security levels, increasing the computing and 
interpersonal expenses associated with key formation. In [28], a 
hybrid key administration method was proposed for WSNs 
connecting devices at the edge that create pre-distribution keys 
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using elliptic curve cryptography and a hash function. The only 
requirement to obtain a key is to publish the node identity. To 
provide mutual authorization among the sensor nodes 
throughout the setup phase, an alternative key pre-distribution 
is mostly deployed. The proposed technique decreases 
computing difficulty while providing greater safety with 
limited resources. In [29], a dynamic cluster router protocol 
was proposed for IoT devices, following a neuro-fuzzy 
approach. This protocol builds dynamic clustering in a system 
utilizing an evolving self-organized neural network. Actual 
time events and cluster sensor nodes were identified using 
TinyOS. Simulation results disclosed that this protocol 
outperformed renowned green communications routing 
methods like Low-energy Adaptive Clusters Hierarchical and 
Low-energy Adaptive Clustered Hierarchical-Centralized by a 
large margin. The findings revealed that neuro-fuzzy logic is 
useful for applications such as green smart cities and 
sustainable IoT devices to handle resources and dynamic 
groupings. 

The widespread use of IoT devices has led to numerous 
smart applications in various industries, including smart homes, 
wearable technology, education, agriculture, medical care, 
transportation, and many more [30]. As there are so many 
potential threats, the security of IoT devices remains a difficult 
problem. Therefore, strong security standards are a major 
concern to protect IoT smart devices [31-33]. A sensor network 
must choose an effective encryption technology to ensure 
secure transmission between its nodes. The creation and 
distribution of keys are fundamental prerequisites for encrypted 
communication. The key management process that is currently 
in use has a high computing overhead, consumes a lot of 
energy, and is slow. In addition, the limited available 
bandwidth of the sensing nodes renders the network inefficient.  

III. PROBLEM STATEMENT 

This study aims to tackle the security issues and 
vulnerabilities that IoT systems encounter in the area of routing 
protocols. Current IoT routing protocols are often weak and 
vulnerable to several security risks. This study intends to 
improve the security of communication within IoT systems by 
creating a unique, robust, and secure routing protocol that 
employs sophisticated group key management mechanisms. In 
the context of the dynamic and resource-constrained nature of 
IoT environments, the specific issues addressed include the 
need for resilience against attacks, effective management of 
cryptographic keys within groups of devices, and the general 
establishment of a secure and reliable communication 
framework. By tackling these obstacles, this study aspires to 
help create safe and effective routing protocols adapted to the 
particular characteristics of IoT systems [34]. 

IV. THE PROPOSED ROUTING PROTOCOL BASED 

ON GKM 

The proposed approach deals with security issues in IoT. 
GKM is one of the most important techniques for delivering 
safe data in dynamic IoT situations. The DLGKM framework 
was proposed to deal with the scaling problems and 
inefficiencies of the existing GKM models. The system seeks 
to achieve faster and more efficient multicast message delivery 

when integrated with a REMI-DLGKM. Compared to modern 
protocols, such as SRPL, QMR, and MAODV, the proposed 
one performs better in the Cooja Simulator in terms of end-to-
end latency, energy usage, and packet delivery ratio. This 
indicates that the suggested routing protocol can be exploited to 
reduce IoT device energy consumption by using following key 
management techniques. 

A. Routing Protocol 

The REMI cluster-based multiplex protocol employs the 
RPL MOP 3 mode for optimization. This method is used to 
spread messages throughout an IoT network. At first, before 
data transfer between nodes, REMI deploys Destination 
Oriented Directed Acyclic Graph (DODAG) and cluster 
creation. In the next stage, it transmits data. A producer node 
must transmit a multiplex message in three different directions, 
implementing the REMI protocol in an RPL DODAG tree: (i) 
upward to its initial node, (ii) downward to any prospective 
children who have joined the mesh network, and (iii) to the 
neighbors of various cluster IDs. When a data packet has 
numerous neighbors within a single cluster, the message is only 
delivered to just one of them, since if any network node has a 
message, it distributes it throughout the entire cluster. Two 
distinctive cases are described in the following sections: when 
the originator node is and when it is not the DODAG root. 

1) The Originator or Transmitting Node is the DODAG Root 

If the provider is the DODAG root, all its children will 
receive the message. Roots will first examine their routing 
information to deliver the multiplex packet downwards to only 
the children connected to this broadcast group. However, if the 
roots have no offspring, they will discard the message. The root 
node initially sets a header option called C2C to 1 in IPv6 
while transmitting them to its relevant children [30]. The 
packets are then sent to the youth using an efficient routing 
mechanism. The OFM provides a sufficient trade-off between 
the number of broadcasts and copies in the system. If or less 
than half of the producer node's entire number of kids are 
engaged in the packet header, a producer node implementing 
OFM will perform a connectionless relaying to them. The 
reduction in communication transmission, which might be 
more successful if there are many engaged kids, reduces the 
number of repetitions in the system. The C2C is included in the 
header because if the root node forwards a message, all clusters 
will get it almost simultaneously. This results from the cluster 
members being the root node's offspring. 

Another instance involving the root is when it receives a 
multiplex target message that needs to be forwarded. The base 
first saves the contents of the packet received and the network 
ID that the packet was received in a special database called the 
Discard Duplicated Forward (DDF) table. It also attaches a 
brief timer to each update in the database. Once the timer runs 
out, the root collects data for all the copies of this packet. The 
major reason for utilizing this duration is to prevent the root's 
replication from spreading throughout the clusters. Whenever 
the game ends, the root looks for the node IDs linked with this 
message in its DDF table. Since these nodes have already 
analyzed the packet on their way back to the root, the root 
would not send it to them. 
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There could be a limited message size allowed by the 
protocol. When a received message exceeds this threshold, it 
may be rejected since it may be a sign of a possible protocol 
infraction or the existence of inaccurate data. The message can 
be refused to stop unauthorized or compromised 
communication if it contains measures for authentication or 
security, such as digital signatures or encryption, and these 
mechanisms fail to authenticate or decode the message.  

2) The Originator or Transmitting Node is a Non-Root Node 

When a non-root node transmits data as an origin or as a 
forwarder, it sends the packet over a link along the upward 
manner to its member nodes, in the horizontal position to the 
engaged pupils, and to its neighborhood, who are members of a 
different cluster. These neighborhoods use the affiliated cluster 
ID with every neighborhood node ID. A relaying router will 
randomly deliver the packets to one neighborhood if it finds 
numerous neighborhoods that share the same cluster ID in the 
neighboring set. When transmitting an IPv6 message with a 
multiplex default gateway, a node first examines the Duplicate 
Detection Table (DDT) to prevent handling identical packets. If 
the delivery is flagged as duplication, the node discards it. A 
recommended provider sends a packet following the next steps:  

 Step 1: The node processes the incoming message to 
determine the C2C ag state. If ag is not set, the node can 
transmit messages to its neighboring nodes or a different 
cluster member. In the other case, the node proceeds to Step 
2. 

 Step 2: If any relevant children are enrolled for the 
multiplex address in the incoming message, the node 
examines its forwarding table before forwarding the 
message to them via OFM. If not, the node moves to Step 3. 

 Step 3: Determine whether the incoming message's 
multicast group includes the node directly. If so, the node 
should transmit the message to the core network. 
Otherwise, it should reject it. 

Receiving a package from a neighborhood: 

 Step 4: Node transmits the message to its desired parent. 

 Step 5: Node completes steps 1, 2, and 3. 

B. Proposed Group Key Management 

Decentralized Lightweight Group Key Management 
(DLGKM) has three fundamental layers. Devices and users are 
defined by the top and bottom levels, respectively. The 
decentralized manager, or KDC, is defined in the inner layer 
and manages the keys between both inside groups. Figure 2 
illustrates the architecture of the proposed DLGKM. 

1) Device Groups 

DLGKM establishes a predetermined number of Device 
Groups (DGs) for the IoT context depending on their 
functionality, system security, localization, etc. A new IoT 
device that enters the network is excessively focused on one of 
the active DGs. Inside a DG, the Logic Key Hierarchy (LKH) 
system permits information sharing. 

2) User Groups  

DLGKM develops user groups according to user interests 
and duration of registrations. Each client enters any of these 
User Groups (UGs), and then the private keys are transferred 
inside each UG. 

 
Fig. 2.  Architecture of the proposed DLGKM. 

ALGORITHM 1: GKM ALGORITHM 

Step1: Initialization 

 Generate a random group key called K. 

 Create a secure channel of communication between the 

group members and the group key server. 

Step2: Key Distribution 

 Safely keep the group key K and keep track of the 

public keys of each member of the group. 

 Create a special pair of public and private keys 

(PK, SK) and submit the public key PK for 

registration to the GKS. 

 Obtain the group member's public key PK, and add it 

to the list. 

Step3:  Key Updates 

 Start a key update procedure periodically or on 

demand. 

 Create a group key Knew which is encrypted by the 

public keys of each group keys. 

Send to each group member the encrypted key Knew. 

When receiving Knew, each member decrypts this key 

using its private key. 

Keep the group key Knew on its memory. 

Step4: Group Communication 

 Now, group members may securely communicate with 

each other by using the shared group key K or Knew. 

Step5:  Key Revocation 

 Remove the member from the group list if membership 

in the group has to be canceled. Then, make a fresh 

group key called Krevocation.  

 Use the public keys of all remaining group members 

to encrypt Krevocation, which is sent to each group 

member. 

 When receiving Krevocation, each member decrypts this 

key using its private key 

 Revoked group key Krevocation should be kept in a safe 

place. Don't communicate further using Krevocation. 

 



Engineering, Technology & Applied Science Research Vol. 14, No. 3, 2024, 14402-14410 14407  
 

www.etasr.com Othmen et al.: Robust and Secure Routing Protocol Based on Group Key Management for Internet of … 

 

V. DECENTRALIZED GROUP KEY MANAGER 

A KDC and several SKDCs comprise the decentralized 
application server for IoT environments [36]. The requirements 
of IoT applications determine the amount of SKDC, which is 
not a set. More precisely, SKDC attributes such as memory, 
processing power, and active users affect its total amount. The 
KDC is the main server that transmits messages to the rest of 
the network and controls how the DGs renew their keys. 
Moreover, KDC has a data backup that keeps track of the most 
recent updates to the device's keys, which are regularly 
delivered after many processes. Also, SKDCs oversee the UGs' 
information sharing, where individuals constantly enter and 
exit the network. As a result, the decentralized nature of the 
controllers, which use SKDCs, enables reducing the burden on 
the KDC. According to a localized user, different user 
organizations have the authority of the same SKDC, 
eliminating the issue of SKDC failure and guaranteeing the 
platform's sustainability. Additionally, the decentralized KDC 
can create a one-time encrypted connection with members and 
devices that may be deployed to identify and establish a new 
member user or a device before disclosing the encrypted 
information to them. The GKM is divided into five steps, as 
observed in Algorithm 1.These steps are repeated as needed for 
periodic key updates and revocations. 

A. Requirements of Group Key Management 

GKM is a process for securely establishing, distributing, 
updating, and revoking encryption keys inside a group or 
multicast communication environment [35]. The basic goal of 
group key management is to ensure that only authorized group 
members can access the shared encryption key, allowing secure 
communication while preserving the privacy and integrity of 
group messages. It is more difficult to handle keys in group 
communication situations than in P2P communication, as there 
are more participants and the key needs to be securely given to 
all authorized group members in group communication 
situations than in P2P communication. For efficient GKM, 
several prerequisites are recognized and clarified. In theory, an 
effective and realistic GKM must consider the following 
criteria. 

1) Security Requirements 

The network must perform some functions in a dynamic 
IoT context to ensure communicated data protection. To 
guarantee forward secrecy, this should prevent any departing 
participant from decoding any network-based transmission. On 
the other hand, to ensure backward secrecy, active arrivals that 
enter the network must be blocked from decoding the earlier 
conversations. Oriented secrecy can be achieved with an 
effective key-upgrading procedure. All keys must be entirely 
separate to protect them independently. 

2) Effective Functioning Requirements 

The minimal manufacturing overhead of various 
measurements justifies the effective operation of important 
managerial procedures. The first benefit is lower storage 
overhead, as fewer keys are saved on people and IoT devices. 
Second, it eliminates the computing power needed by people, 
IoT devices, and computers, improving capacity by reducing 
time. Ultimately, it decreases the volume of information 

transferred on the network, increasing adaptability, and 
reducing transaction costs. 

3) Performance Requirements 

Performance is mainly influenced by elements that affect 
group interaction. Durability is a component that establishes 
the capacity to deal with varying group sizes and significant 
fluctuations in participation. The 1-impacts-n phenomenon, 
where one server's breakdown results in the entire system's 
breakdown, also affects key management techniques. As a 
result, it is crucial to prevent this problem and guarantee 
reliability in a big, scalable network. 

VI. RESULTS AND DISCUSSION 

This section examines how changes in the target network's 
subscriber percentage affect the different networking 
parameters used by the REMI-DLGKM routing protocol. 
Extensive simulations were performed in the Cooja simulator 
[36] to evaluate the proposed protocol. Some networking 
factors, including packet delivery ratio, end-to-end latency, and 
energy usage, were considered to evaluate its performance. The 
proportion of sink nodes varies between 20 and 80%. In the 
simulation, the nodes can move by the Two Ray Ground model 
in a 1000×1000 m area for 1000 s. The simulation was carried 
out by randomly choosing 10 nodes to act as wormhole nodes 
to evaluate the impact of wormhole assaults on the system's 
Packet Delivery Ratio (PDR). Suppose that the DODAG is 
protected from wormhole assaults. In that case, it should also 
be protected from other attacks with a similar single point of 
routing disruption, such as sink-hole, black-hole, and selective-
forwarding attacks. 

A communication model that specifies how messages are 
exchanged between group members and the GKS was 
implemented in the simulation environment to evaluate the 
algorithm's behavior and effectiveness. The results shown in 
Tables I, II, and III are subject to different experimental or 
simulated settings that are particular to the assessment of the 
corresponding algorithms. The different cases include node 
density, traffic patterns, network structure, and communication 
paradigms.  

A. Packet Delivery Ratio (PDR) 

PDR indicates the proportion of packages sent to clients by 
the application layer sources to the entire packets the 
subscribers received at their destination. 

��� =  
∑ ��	
�� � ������� ��������

∑ ��	
�� � ������� ����
  (1) 

The purpose of a wormhole attack is to transfer the data 
from a compromised node to a malicious one through a tunnel. 
Thus, other nodes in the network believe that they are closer to 
other nodes, which can cause problems in the routing 
algorithm. Besides, the compromised nodes can manipulate the 
packet. Table I portrays the impact of PDR during the 
wormhole attack. Figure 3 reveals that the PDR of the proposed 
algorithm outperformed the SRPL and QMR protocols. This is 
because the communication in REMI-DLGKM is secured by 
secret keys (public and private keys). The probability that a 
node in the network is compromised is very low as the nodes 
can perform a mutual authentication. Thus, no problem can 
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occur in the routing process, and the PDR is higher. With a 
99.21% PDR, REMI-DLGKM significantly outperformed 
SRPL, QMR, and MAODV. The compromised nodes in these 
algorithms caused by the wormhole attack can isolate part of 
the network and hence affect PDR. 

TABLE I.  IMPACT OF PDR DURING WORMHOLE ATTACK 

Protocol Packet delivery ratio (PDR) (%) 

SRPL 99 

QMR 96.10 

MAODV 90 

REMI-DLGKM 99.21 

 

 
Fig. 3.  Network PDR impact during a wormhole attack with a high 

number of subscribers. 

B. Energy Consumption 

Energy consumption in the context of GKM refers to the 
amount of electrical power used by devices engaged in key 
management operations inside a group or multicast 
communication situation. It particularly focuses on the energy 
consumption connected to the creation, distribution, 
modification, and revocation of encryption keys among a 
group. Figure 4 depicts the energy consumption per packet that 
is effectively transported to its destination.  

 

 
Fig. 4.  Energy consumption per packet that is successfully delivered to its 

destination with an increasing number of subscriber nodes. 

REMI-DLGKM has a lower energy consumption than other 
protocols because it requires fewer transactions to transmit a 
multiplex message to all its destinations. The proposed GKM 

scheme is not complex like the hash chain technique used in 
SRPL, hence the nodes do not need to consume more energy 
when executing it. In addition, in REMI-DLGKM, if a device 
receives a packet, it does not need to forward it to all nodes in 
the cluster, but it sends it only to the cluster head as a cluster 
creation takes place. Moreover, no additional computation is 
required on ordinary nodes to create the group key, as it is 
created by the GKS. This leads to reduced energy consumption. 

TABLE II.  COMPARISON OF ENERGY CONSUMPTION 

Methods Energy consumption (kWh) 

SRPL 19.32 

QMR 18.12 

MAODV 21.99 

Proposed REMI-DLGKM 16 
 

C. End-to-End Delay 

In a communication network, the end-to-end delay shows 
how long it takes a packet to travel from its source to its 
destination. This delay includes all of the communication 
process's components, such as processing, queuing, 
propagation, and transmission delays. Table III compares the 
communication latency performance of SRPL, QMR, 
MAODV, and the proposed REMI-DLGKM. In general, a 
more responsive and efficient network has a reduced end-to-
end delay. With the lowest end-to-end delay of 0.6 s in this 
context, the proposed REMI-DLGKM stands out and can be 
more responsive than SRPL (1.09 s) and QMR (1.22 s). 
Additionally, MAODV exhibits competitive performance with 
a 0.8 s end-to-end delay. In networking contexts, 
communication latency can be minimized by using the REMI-
DLGKM routing protocol. This is because the proposed 
technique of GKM is not complex, so each node does not need 
more time to encrypt or decrypt the received packet. This is 
especially important for applications that need to respond 
quickly, such as multimedia streaming or interactive 
communication. Figure 5 exhibits a comparison of end-to-end 
delays between algorithms. 

TABLE III.  COMPARISON OF END-TO-END DELAY 

Method End-to-end delay (s) 

SRPL 1.09 

QMR 1.22 

MAODV 0.8 

Proposed REMI-DLGKM 0.6 
 

 
Fig. 5.  End-to-end delay comparison between algorithms. 
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VII. CONCLUSION AND FUTURE SCOPE 

Although IoT offers new opportunities, safety is always a 
top concern while providing a variety of amenities. It is 
especially difficult to protect IoT device-generated information 
against security threats and to secure its exchange as it travels 
through numerous nodes and gateways. Therefore, in these 
dynamic scenarios, GKM can control the distribution of keys 
for internet connectivity and secure data transmission. 
However, the huge number of IoT devices and the growing 
subscriber base offer a scalability issue, which is not solved by 
the existing GKM-based IoT-specific verification solutions. 
Furthermore, every one of the GKM models in use today 
supports individual independence. Every subdivision 
exclusively focuses on dependent symmetrical group keys, 
which are inadequate for subscriptions with extremely dynamic 
behavior. To solve these problems, an innovative DLGKM 
architecture for network access is needed in IoT applications. 
This study introduced REMI-DLGKM, a reliable and effective 
multiplex routing solution for IoT networks, which uses 
cluster-based routing technology to speed up the system's 
multiplex message communication. The simulation results 
disclosed that the proposed protocol outperformed the existing 
ones in end-to-end delay, energy use, memory utilization, and 
PDR. Future research will focus on methods to prevent more 
targeted and all-encompassing attacks on routing protocols in 
IoT networks. 
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