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ABSTRACT

The Rivest Cipher RC4 encryption algorithm is commonly utilized to generate keys of varying lengths.
Despite its rapid processing speed, vulnerabilities within the algorithm have made it susceptible to
exploitation, allowing attackers to compromise it within a matter of minutes. This paper introduces an
innovative approach to address the vulnerabilities of the RC4 encryption algorithm by employing an
Initiative Vector (IV). The proposed method incorporates a lengthy random text without transmitting an
initialization vector. The proposed solution was rigorously validated, demonstrating performance
comparable to existing solutions while simultaneously expanding the range of potential solutions and
mitigating security threats. Further exploration into the use of a complex equation is recommended for
calculating the swapping value j while maintaining the same high level of performance.
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I.  INTRODUCTION

The RC4 encryption algorithm is widely known for
generating key streams of various lengths, primarily for
encryption purposes. It is part of the RC cipher family, a
collection of encryption algorithms developed by Ronald L.
Rivest. Although most algorithms within this family rely on
block encryption techniques, RC4 stands out for its use of the

stream technique. The RC cipher family includes six iterations,
the most prominent being the latest three versions: RC4, RCS,
and RC6. Despite the speed of RC4, it suffers from multiple
vulnerabilities that can lead to its compromise in minutes [1].
As reported in [2], the principles behind these attacks depend
on the operations of the RC4 algorithm. Various security
standards widely employ RC4, including Wired Equivalent
Privacy (WEP), WPA wireless security, and Transport Layer
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Security (TLS). In all these cases, it derives session keys from
master keys. The primary objective of this study is to introduce
a solution to address the vulnerabilities inherent in the RC4
encryption algorithm by eliminating the need to transmit the
Initiative Vector (IV). This paper aims to validate the
effectiveness of the proposed solution, ensuring that it does not
adversely affect the algorithm's performance while doubling its
security level compared to existing solutions. Furthermore,
more research is needed to enhance the proposed solution by
incorporating complex equations to calculate the swapping
value while maintaining the current level of performance. This
study contributes significantly to strengthening the security of
RC4 encryption and advancing the field of cryptography. Its
detailed contributions can be summarized as follows:

e Proposes a new solution to address the weaknesses of the
RC4 encryption algorithm. The proposed solution involves
using long random text and not sending the I'V.

e Maintains the same level of performance as existing
solutions while doubling the range of possible solutions and
reducing the threat of attacks.

In response to the absence of RCI, the regulatory
authorities directed their efforts toward managing a sequence of
symmetric keys, collectively recognized as the Rivest Cipher
algorithms [3]. Alongside, RC2 was introduced, a block
encryption algorithm designed to accommodate variable key
lengths. RC2, an enhancement over RC1, incorporated internal
operations such as XORing and mathematical functions to
improve its cryptographic capabilities. However, it remained
susceptible to vulnerabilities, including differential and linear
cryptanalysis [4]. RC3 was introduced but unfortunately faced
a significant setback as it was compromised before any
practical deployment [5].

The IV introduces dynamism to the key stream but has
notable weaknesses. Its size is limited to 24 bits, is transmitted
in plaintext with each packet, and is often reused, creating
vulnerabilities. Additionally, there is no specification on how
the IV should be chosen or how frequently it should change.
On the other hand, RCS5, a symmetric block cipher, processes
fixed-length bit sequences (blocks) and is optimized for both
hardware and software due to its word-oriented design. This
adaptability allows RCS5 to efficiently utilize processors of
varying word lengths [6]. RC6 is a block cipher that uses 128-
bit block size and supports key sizes of 128, 192, and 256 bits.
It is an enhancement of the RC5 algorithm and is designed to
meet the Advanced Encryption Standard (AES) requirements.
It offers a better level of security against attacks, which may be
possible in RC5, which means it is more secure. It is also
protected from various other possible security attacks, uses
fewer rounds, and offers higher throughput [7].

The RC4 algorithm is widely applied because of its
simplicity and real-time capabilities. However, it has its
weaknesses: the utilization of the IV. Previous studies have
shown that the IV can be used for attacks, including the FMS
attack that targets the Key Scheduling Algorithm (KSA) [8]. IV
reuse and insufficient randomness undermine the robustness of
the algorithm and make it possible to extract encryption keys
[4]. In efforts to improve RC4, it is common to see attempts to

reduce IV-based susceptibility. For instance, features such as
generating dynamic keys or even complete withdrawal of IV
have been proposed to address the key stream predictability of
RC4 [9]. These enhancements should retain the speed and
simplicity of RC4, which is a major asset while eliminating its
major vulnerabilities. In the case of HIV, the complete removal
of IV transmission depends on safe key management and
randomization. This approach eliminates the exposure of
sensitive cryptographical elements and makes the encryption
process less vulnerable to known IV-related attacks.

In [10], the five best-known variants of RC4 were
experimentally compared and classified into two groups
according to the presence or absence of such a weakness. The
study in [11] fills the gaps of the RC4 stream cipher and
discusses the aspects of keying and correlation output,
proposing three enhancements. There are a few variations of
RC4, such as RRC4, which modifies a random initial state to
solve a weak key problem, RC4-2S uses two state tables with
permutation that effectively decrease output relationships while
improving speed, and RC4-2S+ generates four keys per cycle
to increase randomness, security, and speed. In [12], the stream
cipher RC4 was modified with an optimized pseudorandom bit
generator, improving the weaknesses of the RC4. This
combined design can enhance inter-state, resist the main
attacks, provide greater randomness, and provide higher
performance compared to RC4.

In [13], it was found that the RC4 stream cipher has
statistical flaws, especially in the relation between the inputs
and the outputs, applying two common tests known as strict
avalanche and bit-independence tests. Five widely discussed
RC4 variants were experimentally tested and then divided into
groups according to the existence of these shortcomings. In
[14], an improved, high-speed, lowest latency RC4 encryption
algorithm was developed for the 14-nm SMIC process. This
design is effective since it achieves four S-box swaps per clock
cycle through combinational logic, executes key scheduling
algorithms in 64 cycles, and produces 4 bytes of keystream per
cycle. It implements a compact countermeasure against
Differential Power Analysis (DPA) attacks, operates at 1 GHz,
has 32 Gbps throughput and 74 cycle latencies, and occupies
51,596 um?2. In [15], a modified RC4 algorithm was presented
to enhance security using four state tables of key-stream
generator along with key control for the random selection.
Forward and backward effects are used to enhance randomness
concerning encryption and decryption. The evaluation results
showed that the proposed algorithm was relatively more
complex than general RC4 and passed most of the NIST
randomness using different key sizes.

In [16], RC4 was used to effectively protect the authenticity
of the data, preventing unauthorized changes by individuals. In
[17], a new algorithm, called MRC4, used the SRFG method
for operation to counteract some of the shortcomings in the
normal RC4 cipher stream. MRC4 enhances security
characteristics, such as nonlinearity, resistance, and confusion
and diffusion balance characteristics, achieving 60% better
confusion and 50% better diffusion. In [18], a hybrid
encryption model was suggested, merging ECC, RC4, and
SHA-256 to enhance data security in IoT-based smart irrigation
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systems, achieving significantly shorter encryption and
decryption times compared to other methods. In [19], an
overview of IoT security threats, attacks, and solutions was
presented, along with prospects to connect IoT nodes and
layers as per IoT connectivity, communication, and
management layers. This study underlines calls to harmonize
the efforts of international specialists to develop a set of
rigorous security norms and, in turn, sets security requirements
as a reference for evaluating IoT solutions.

The proposed solution differs from others in avoiding
sending the IV and merging its field from the MAC frame. This
approach enhances the security of the RC4 encryption
algorithm while maintaining its performance and provides a
unique solution to address its weaknesses.

II. ATTACK ON RC4

Continuous wireless network messages with a substantial
volume of transmission pose a challenge. Encryption cannot be
achieved effectively with a limited set of shared keys,
necessitating the generation of a long key stream. To address
this issue, the shared key is input into RC4, as shown in Figure
1, to produce extended key streams. Nevertheless, vulnerability
arises as the same key stream is consistently generated,
rendering it susceptible to exploitation. Therefore, the
incorporation of an IV into RC4 provides a solution, allowing
cryptography experts to infer a portion of the stream and
consequently expose a fragment of the shared key.

Plain Encrypted
Text message

1010117,
RC4 001011
101111

Key Stream

S

As a starting point, an intriguing attack on the WEP
protocol's RC4 key was proposed based on unique pattern IVs.
As a result, motivated by the FMS attack, in [20], new IV
patterns were identified that could be applied to WEP to
recover the RC4 key. However, it was soon realized that the
new pattern could also be applied to the FMS attack. As a
result, combining the new pattern may increase the number of
IVs that can be used in the FMS attack. The FMS attack
extracts the initial byte of the key stream, which is based on
RC4 operation, using a brute force attack. Success rates
increase with traffic and exceed a few seconds in duration. The
first-round attack is relatively straightforward but successful.
Assume that you can mimic the first phase of the RC4-KSA by
knowing K[0]: K[L — 1] and wanting to recover K[L]. The
value k = SI[jl + SI[I] + K[l]] is then changed to Sl + 1[I]
in the following step. Thus, just as in the FMS attack or

Fig. 1. Message encryption process.

Mantin's second-round attack, knowledge of k would reveal
K[L]. Therefore, before retaking the value L, wait until exactly
n — 2 of the remaining RC4-KSA (n — L — 1) steps have been
completed and the RC4-PRGA (L — 1) steps have been
completed.

III. AMENDMENT OF RC4

The common usage of RC4 is WEP security. Figure 2
shows the WEP operations. The original RC4 operations are
performed as in (1) to calculate the j value, which is used to
swap with the value pointed by i. The attacker uses this
equation to find the j value every time.

G = (§ + S[i]l+ T[iDmod 256) ey

Client Server

Request

o
>

< Random Text

Encrypt (Random Text)

\ 4

Response
<

Fig. 2. WERP security operations.

The solution uses the exact steps of RC4, including the
equation of the old version of RC4, to calculate the j value, but
there are some differences. One of them is that the IV is not
sent obviously as plain text. Second, long random text is used
instead of short ones in old RC4. The IV is not generated on the
requested side but is selected from the random text received
from the second side (Access Point-AP) using the password as
follows.

A. On the First Side (Client)
1. The client receives random text from the AP.

2. The user enters the password.

3. Convert the first two bytes from the password to an
integer (INT).

4. Use the integer number (INT) in step 3 as a start point or
pointer to get N bytes from the random text received in
the first step, as shown in Figure 3.

5. Pass the N bytes selected from random text to the RC4
algorithm to use as IV to generate the session key.

6. End.

B. Second Side (Server)

The second side can complete the operation because it has
all the factors used to do so. The elements are random text and
a pre-shared password, then can get the same I'V. For example,
suppose the first two bytes of the master key after being
converted to an integer number is 3742. In that case, this
number is used as a pointer to get the IV value. Starting from
this point of random text, which is received from the second
side, this method can select 4 or 6 bytes.
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<>
£

Receive the random text

]

/ Enter the password /

Convert first two bytes of the
password to integer INT

]

Get N bytes from that point

]

Pass the N bytes to RC4
algorithm

Fig. 3. Proposed RC4 method.

C. Security Testing

The proposed modified RC4 was implemented in C++ and
the resulting outputs of both the original and modified RC4
were subsequently subjected to analysis using the Abel Cain
Tool to quantify the time required for their respective
decryption processes. Tables I and II present the findings,
showing that the proposed RC4 exhibited robustness by
successfully detecting the original password without using an
IV. In contrast, the original RC4's password was swiftly
deciphered within a few seconds, although the precise duration
was not measured (indicated by a small value). Notably, the
enhanced RC4, despite consuming more than an hour, did not
identify or produce any output during this timeframe.

TABLE L RESULTS OF NEW RC4
No QOutput of New Algorithm Detection Password
A 09B2234C16645525 Not Detected ,gd] 123#
B 42D72148E851F260 Not Detected Uflhgvlk
C 7E231231A2123718 Not Detected 12345678
D 9255419E32085220 Not Detected Wall2319
E 1B64727E08831112 Not Detected D,stlpl]
TABLE II. RESULTS OF OLD RC4
No Output of Old RC4 Detection Password
A 52B2456937004393 Detected ,gd] 123#
B 21B5659DFQF11E47 Detected Uf]hgvlk
C F0343164F6C2E373 Detected 12345678
D BF1448390E7D9CBF Detected Wall2319
E 1F292E7FD2024C52 Detected D,stlpl]

D. Performance Analysis

The evaluation of algorithm performance is a critical
aspect, and in this case, it focuses on the key length, comparing
both the new and old versions. The results shown in Figure 4
underscore that performance is intricately linked to key length.
Despite introducing a solution that increases both the key
length and file size, the impact on performance is minimal,

showcasing the robustness of the encryption algorithm. Key
length serves as a pivotal factor influencing the efficiency of
cryptographic processes. The analysis reveals that, while
modifications have been introduced in the proposed algorithm,
the performance remains comparable to the old version. This
consistency implies that the algorithm's efficacy is resilient
even when subjected to changes in key length and file size. The
results highlight the subtle connection between key
characteristics and the performance of the algorithm. The
ability to enhance key length and file size without significantly
compromising  performance indicates the algorithm's
adaptability and effectiveness. This performance analysis
contributes valuable insights into the algorithm's behavior
under varying conditions, which is essential for ensuring the
reliability and versatility of cryptographic systems.

Performance Analysis
0.75

0.7

~0.65

Time of Encryption
s)

0.6
0 20 40 60 80
Key Length (Characters)

—— Old RC4 —@— Proposed Algorithm

Fig. 4. Performance analysis.

E. Entropy Analysis

Tables I, II, and III provide the detailed results of the
entropy analysis performed on the cipher texts of both the old
and new RC4 versions using CrypTool. Table III explicitly
outlines the entropy test results, revealing that the old RC4
produces an entropy value of 2.41 from an expected 4.7.
Notably, the proposed modified RC4 also attains an entropy
value of 2.41 across all tables. This uniformity in entropy
values implies that both the original and proposed RC4
versions exhibit comparable levels of security and efficiency.
The consistency in entropy metrics underscores the robustness
of the cryptographic properties in both iterations of the RC4
algorithm.

TABLE III. ENTROPY TEST RESULTS
Cipher text Results
Old RC4 241
New RC4 241

F. Frequency Analysis

Frequency analysis is a technique used in cryptography to
analyze symbol distribution in a text, often represented through
histograms. In the context of the RC4 encryption algorithm,
Figure 5 illustrates the symbol distribution of the old RC4
version in hexadecimal format. Each bar in the histogram
corresponds to a symbol, showing its frequency. This visual
representation provides insights into the concentration or
dispersion of symbols in the encrypted output. Figure 6 shows
the histogram for the proposed RC4 algorithm. Comparing the
histograms of the old and new versions allows analysts to
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identify variations, potential improvements, or alterations in the
new version.

Comparing the original RC4 with the proposed RC4 can be
well demonstrated in the distribution of the symbols. The
original RC4 algorithm has not only key stream patterns or
biases in terms of symbol occurrence and distribution because
of flaws in the key-scheduling and pseudo-random number
generation stages, but it is also easily vulnerable to a frequency
analysis attack. The proposed RC4 algorithm solves these
problems by providing a more random and balanced
distribution improving security and unpredictability. These
enhancements enhance the cryptographic immunity of the
modified algorithm.

% ASCI Histogram of <OLD.txt> (27 characters) =N NER
.+ ASCIl Histogram of <OLD.txt> [27 characters)
Frequency [%]

25

20

15

10

5

[I | | Il Il | I N I N N | Il | I N [ N N N B |
A C E G | K M 0 0 5 U W Value

Fig. 5. Frame format of old WEP.
& ASCII Histogram of <NEW.txt> (15 characters) == o
Frequency [KPSCII Histogram of <NEW.txt> [15 characters)

30

25

20

15

10

o | |

0L | Y A I Ay |
A C E G I K M 0 Q 5 U W \:‘alue

Fig. 6. Frame format of new WEP.

Changes in the histogram may indicate modifications that
affect the randomness or uniformity of the encrypted output.
Well-designed encryption algorithms, such as RC4, aim to
produce cipher text that appears random, resisting
cryptanalysis. Histogram analysis assesses whether the
algorithm achieves this by visually representing symbol
frequencies. Researchers and cryptographers use frequency
analysis to evaluate the security and performance of the
encryption algorithm. Deviations from a uniform distribution in
the histogram may indicate vulnerabilities exploitable by
attackers, emphasizing the importance of thoroughly examining
the histogram, as seen in Figures 7 and 8, to understand RC4's
cryptographic properties. Peaks in the histogram reveal
predictability, signaling vulnerabilities. Improving randomness
ensures uniform distribution, enhancing encryption security.

IV. RESULTS AND DISCUSSION

By utilizing longer random text and avoiding sending the
IV, the proposed solution increases the complexity of the
encryption process. This adjustment effectively transforms the
password into a dynamic element and mitigates vulnerabilities
in the previous version of RC4. The main modification is

eliminating sending the IV. This enhancement not only doubles
the length but also substantially augments the derived key size
from RC4 and consequently prolongs the time required to crack
the encryption. The second alteration was done on the equation
to calculate the j value. The equation had to be computed from
16 bits, which made it more challenging to compute. The
equation was slightly modified, with the divisor value changing
to 512 instead of 256 on old RC4, as:

j = ( + S[i] + T[i]) mod 512 )

where i and j refer to the indexing of the swapping function,
the last adjustment, and more complexity. The length of the
random text was duplicated. This adjustment enhances security
by making it difficult for potential attackers to predict or
calculate the swapping value. Consequently, the proposed
solution outperforms the traditional RC4 algorithm in terms of
encryption security. In addition, changes are reflected in the
frame format used by WEP technology by merging the IV field
to return of origin custom, as illustrated in Figures 7 and 8.

| | E(data) IV=24bits | |
Fig. 7. Frame Format of old WEP.

| | E(data) | |
Fig. 8. Frame format of new WEP.

The results present a comprehensive analysis of the
proposed solution to address the weaknesses of the widely used
RC4 encryption algorithm. The focus of this study was to
enhance the security of RC4 by employing an I'V approach that
involves using longer random text and eliminating IV sending.
The study findings reveal several key points of significance
that require further discussion and analysis.

In the previous version, crackers replay on IV that is sent as
plain text, and the time taken to find the origin password was a
few minutes. However, in the proposed solution, the time
required to find the origin password increased, depending on
the brute-force attack calculation when using a key length of
512 bits. From the perspective of strengthening password
security, this study shows considerable improvements in the IV
generation process. A comparative analysis in Table IV
highlights the substantial enhancements in the proposed
solution, as it significantly improves IV length, random text
size, and key length. Unlike the traditional RC4, which sent the
IV in plain text, the proposed solution does not send the IV at
all, addressing a major security vulnerability. These
enhancements collectively strengthen encryption without
sacrificing performance, as indicated by the comparative data.
Comparing the proposed method with the traditional RC4, the
improvements are substantial.

TABLE IV. COMPARISON OF TRADITIONAL RC4 AND
PROPOSED SOLUTION
Properties Proposed algorithm Traditional RC4
IV Length 8 Bytes (64 bits) 3 Bytes (24 bits)
Random Text 4 KB 2 KB
IV sending Not sent Send clear as plain text
Key length 64 - 128 - 256 - 512 64 — 128 — 256
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The IV length increased to 48 bits (6 Bytes) from the
previous 24 bits (3 Bytes), strengthening its security. The
random text size is also doubled, adding an extra layer of
complexity. Moreover, the proposed solution eliminates the
sending of IV in plaintext, further enhancing security compared
to the traditional method. In addition, the key length in the
proposed algorithm varies from 64 to 512, providing a wider
range of options for key security. These modifications
collectively result in a more secure and robust encryption
mechanism, as demonstrated in the updated frame format for
WEP. The new frame format consolidates the IV field with the
return of the origin custom, minimizing vulnerabilities present
in the old format.

This study implemented two essential modifications to
enhance security and prolong password longevity. The first
modification involves the following:

e IV concealment: This modification reduces the information
available to potential attackers, making it more difficult for
them to detect the original password.

e Reduced information exposure: By not providing the
attacker with crucial information, the proposed system
enhances security, ultimately leading to an increase in the
time required to crack passwords compared to traditional
RC4.

o Increased crack time: The result of the above modifications
is a notable increase in cracking time, particularly when
subjected to brute-force attack techniques. The password
age is extended to several years, bolstering resistance
against unauthorized access.

e Improved user experience: This approach benefits users
who need permission, especially when they need to be
changed infrequently. Extending the password age caters to
users who prefer to keep the same password for an extended
period.

e Custom frame format: Another advantage of the
modifications is the introduction of a custom frame format
for data transmission, enhancing the overall security by
returning to the origin in a controlled manner. The format
adds an extra layer of protection against potential
vulnerabilities.

The second modification, entailing the introduction of an
equation to calculate the swapping value j, increases the
computational complexity for determining j, expands the key
length to 512 bits, and doubles the amount of random text. The
study conducted additional measures to validate the efficiency
and effectiveness of the proposed solution.

The proposed solution shows improved security of the RC4
encryption algorithm by using a long random text and not
sending the IV. This solution increases the security of RC4
while maintaining the same performance and does not require
significant changes to the algorithm. However, the proposed
method has some advantages and disadvantages.

A. Advantages

e The proposed solution addresses weaknesses in the RC4
encryption algorithm by refraining from sending the IV and
employing an extended random text.

e The security level of the RC4 algorithm is augmented
twofold compared to existing solutions while maintaining
consistent performance. The proposed solution achieves
enhanced security without significantly altering the
underlying algorithm.

e The primary objective of augmenting password dynamism
and security is to resist dictionary attacks, brute-force
attacks, and guessing attacks. Previous versions often
exhibited vulnerabilities in their appended clear message IV
transmission. To overcome this challenge, the proposed
method doubles the IV length to 48 bits (6 Bytes), adding
an intensified layer of difficulty to the prediction or
computation process.

B. Disadvantages

e The proposed solution might require additional
computation to calculate the swapping value, potentially
leading to slower processing speeds on specific devices.

o Differentiating from existing systems tailored for the
traditional RC4 algorithm, the distinct approach of the
proposed solution can limit its adoption.

V. CONCLUSIONS

This study introduces a precise technique that incorporates
improvements into the RC4 encryption algorithm in a manner
that up until now has rendered it vulnerable to rapid attack
vulnerability. By implementing an IV approach without IV
transmission and retaining all of RC4's advantages in terms of
performance, the proposed method effectively enhances the
algorithm's resistance to traditional attacks such as FMS and
Klein attacks. The proposed approach adds a new parameter of
a random lengthy text into the key generation process, which
contributes not only to the enlargement of the solution space
but also to the enhancement of security as compared to the
existing RC4 applications. Various validation tests showed that
the proposed approach is as fast as other typical solutions. In
particular, this work enhances the security model of the RC4
algorithm by proposing a further study of elaborate equations
for the calculation of the swap value j to further complicate and
randomize swapping without hindrance on computational
speed. Future work will employ more complicated equations to
improve the security of RC4 and comprehensively examine its
adaptability and security through various experiments. Such
techniques can be applied to cloud image security [21].
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